HYPERPILL

Fuzzing tor Hypervisor-bugs by leveraging
the Hardware Virtualization Interface

Alexander Bulekov EPFL ®
Qiang Liu % Boston University X
Manuel Egele Zhejiang University =
OSTON
Mathias P ayc€r Amazon (all work completed prior to joining Amazon) Se C la B U




Motivation

Applications:

Cloud

Personal Computing
Development
Security Research

Mobile
Automotive



Fuzzing Hypervisors: Challenges




The Input Space
What interfaces do hypervisors expose to VMs?
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The combined hypervisor input space is enormous
Hypervisor semantics are complex and variable



The Hardware Virtualization Interface

m m - Guest vCPU State
- Memory allocated to the Guest
- MMIO Regions

- PIO Regions
- Enablefl MSRs
- VM Exit Reasons
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HyperPill
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Step 1: Snapshotting the Hypervisor
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Problem: Make a snapshot of the

hypervisor just as it is about to handle
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Invoke a special hypercall from the
VM to trigger a VM Exit and tell

HyperPill-Snap |,
HyperPill-Snap to collect a snapshot.

Snapshot of the Target Hypervisor



Step 2: Inspecting the Snapshot

The snapshot contains the entire
hypervisor state, including the VMCS the o
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hypervisor sets up for the VM. | Fuzm W M‘::gf}L
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Step 3: Fuzzing

Fuzzer input is a sequence of IO Operations
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Modity VMCS to reflect VMExit for the 10
Operation. Resume the Hypervisor Snapshot in an

emulator.

When the Hypervisor resumes the VM,
immediately inject the next VM-Exit
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Step 3: Fuzzing DMA

DMA allows hypervisor to read from guest memory
at any time while handling VMExits

In step 2, HyperPill identified all Guest Memory pages
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/* map PRDT
if (!(prdif= dma memory map(ad->hba->as, prdt addr, &prdt len,
DMA DIRECTION TO DEVICE,

MEMTXATTRS UNSPECIFIED)))
it JOT t_NO) ;

trace ahcli populates
return -1;

}

/* Get entries 1in the PRDT, init a gemu sglist accordingly */
if (prdtl > 0) {
AHCI SG *tbl = (AHCI_SG *)prdt;

for (1 = 0; 1 < pLgis
tbl entry siQe = prdt tbl entry size(&tbl[1]);
if (offset < . ~YEN=Y; WA=
off 1dx 1

Source-Based DMA Hooking

%r15,%r12), %rl4

HyperPill DMA Hooking
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QEMU
Arbitrary memory-access in e1000e_start_xmit
Heap-overflow in usb_mouse_poll
Heap-overflow in virtqueue_alloc_element
Heap-overflow in gxl_cookie_new
Heap-overflow in 1gb_tx_pkt_switch
Out-of-bounds memory access in nvime_process_sq
Out-of-bounds memory access in nvme_io_mgmt_send
DoS via arbitrary-sized allocation in gxl
DoS via arbitrary-sized allocation in virtio_gpu
DoS in process_ncq_command
DoS in icmp_input

Bugs

Hyper-V
Heap-corruption in EthernetCard::HandleTransmitSetupFrame
Abort in EthernetCard::PollForTransmitDataTimer
Abort after IdeChannel::EnlightenedHddCommand
EthernetCard::SetupEthernetCardModeFromRegisters
Out-of-bounds write in GuestState Access::SetDevicelnfo
Abort after PitDevice::NotifyloPortRead
Abort 1n 18042Device::HandleCommand
Abort after HvCallDetachDevice
Abort after HvCallGetGpaPagesAccessState

macOS Virtualization Framework

Memory-privilege violation in xHCI
Out-of-bounds write in virtio-gpu
Out-of-bounds write 1n virtio-audio
Out-of-bounds access in virtio-block
Out-of-bounds access in virtio-console
Out-of-bounds access 1n virtio-net

10



Reshape hypervisors by modifying the CPU virtualization intertace

No modification to hypervisors code needed!

Fuzz any hypervisor across its PIO, MMIO, DMA, and Hypercall
interfaces

More precise than source-level reshaping




