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Abstract ing such vulnerabilities before release is essential to reduce

Complex software systems, like web browsers, integrate
multiple tightly-coupled components. While code reviews and
fuzzing enhance code quality, eliminating all bugs remains
infeasible due to large-scale projects, unpredictable cross-
context interactions, and complex cross-domain dependencies.
This dire situation calls for an approach that scales to this
unprecedented complexity.

Inspired by informal variant analysis developed by the
hacker community, we create GRAPE, a structured approach
that supports analysts in writing rules to detect bugs. By focus-
ing on code patterns, GRAPE scales effectively to large-scale
code projects. Moreover, our novel variant bug model enables
analysis of cross-context interactions and exploitability veri-
fication using existing bug reports, eliminating the need for
cross-domain dependencies. GRAPE represents the first sys-
tematic approach to variant analysis, introducing principles
for variant pattern development.

We implement a prototype of GRAPE, which scans the en-
tire Chromium code base in only 12 minutes. GRAPE discov-
ered 24 new bugs, with four assigned CVEs and 17,500 USD
in rewards from Chrome’s Vulnerability Rewards Program.
These discoveries impact modern web browser and security-
critical complex software like OpenSSL. Beyond browsers,
GRAPE uncovered three logic bugs in VSCode and Azure
Data Studio, one of which received a CVE from Microsoft.

1 Introduction

Unlike standalone programs, complex software systems, such
as web browsers, combine independent components to pro-
vide rich functionalities. By exploiting subtle interactions
between components, attackers can build a vulnerable state
in the victim system and trigger unpredictable errors. Given
these sophisticated techniques, even more advanced mitiga-
tions cannot guarantee complete protection and leave an ex-
ploitable attack surface, as demonstrated by the long trail of
discovered vulnerabilities [4,5,44,52,60,72]. As a result, find-

the risk of exploitation.

Researchers have proposed numerous approaches for
bug detection, including static analysis [7, 8], model check-
ing [26,43], automated testing (fuzzing) [3,29,30,32,42,51,
75,78, 81, 86,92], and symbolic execution [9]. Fuzzing, in
particular, has become the industry standard for bug discov-
ery. Complementing fuzzing, rigorous code reviews [15] and
extensive unit testing [16] are common industry practices.
However, due to the software’s inherent complexity, finding
security bugs is challenging as modelling all possible system
states and exploring the whole input space remains elusive.

To complement existing techniques, We explore a novel
strategy centered on the concept of variant bugs, which are
bugs that share the same root cause as a previously fixed bug
but remain in the codebase [36]. The technique of identifying
such bugs is referred to as variant analysis. Two pragmatic
observations drive our approach. First, the hacker community
successfully employs ad-hoc manual variant analysis to iden-
tify vulnerabilities in the real world [36, 65, 94]. Evidently,
variant analysis has the potential to detect bugs, and we ar-
gue this approach can apply to prevention as well. Second,
our systematization of 342 Chromium bug reports (see Sec-
tion 2.1) reveals three key findings about variant bugs. They
occur frequently (approximately 10% [14]), persist in code-
bases 2.26 times longer than regular bugs (averaging three
years [14]), and directly threaten system integrity (forming the
basis for around 40% of exploits [67]). Therefore, our study
suggests that complex projects, exemplified by Chromium,
suffer from variant bugs. However, despite the promise of
variant analysis and sustained investigation by the research
community [76, 80], this methodology has not yet been in-
tegrated integrated in the development process. The reason
roots in the considerable manual effort required to analyze
patterns and create regular expressions along with the risk of
high volume of false negatives as showed in current imple-
mentations (see Section 7). While there is large potential and
dire need, these limitations must be addressed to make variant
analysis effective for complex code bases.



From all the works discussed above, we identify three major
sources of complexity that translate to corresponding chal-
lenges in safeguarding complex software systems, focusing
specifically on web browsers.

Challenge 1: Code Size. The scale of a web browser pre-
vents comprehensive analysis across diverse code paths, ren-
dering traditional formal methods and symbolic execution im-
practical. Even with extensive unit testing, fuzzing reaches its
limits. For instance, fuzzing covers only 29% of Chromium’s
code base [25,61].

Challenge 2: Cross-Context Interactions. Asynchronous
events, such as garbage collection, complicate accurate model-
ing of object lifecycles [73] and introduce an opaque data-flow
that hampers the development of secure code. For example,
since Chromium UI objects can be destroyed at any time,
failing to verify object liveness can result in Use-After-Free
(UAF) [20,22,24].

Challenge 3: Cross-Domain Dependencies. Web
browsers combine several programming languages (e.g.,
JavaScript and C++) and diverse modules (e.g., PDF and
HTML parsers) to support complex functionalities (e.g., Ul
interactions and PDF rendering). Despite these interactions
being regular and expected, bridging data and control flows
across these diverse contexts requires advanced techniques to
handle cross-domain dependencies.

To address approach for these challenges, we propose
GRAPE, the first structured variant analysis. By focusing on
code patterns, GRAPE scales to handle arbitrary Code Size
(C1). Additionally, it incorporates a standardized bug variant
model to address Cross-Context Interactions (C2), and intro-
duces an exploitability verification method based on variant
categories, eliminating the need for complex Cross-Domain
Dependencies analysis (C3). Our novel variant model removes
the burden of writing complex patterns and reduces analyst
effort to identifying just a few simple code snippets in an
existing bug report (Section 3). More specifically, a security
analyst needs to identify only four key code locations from the
report, namely: context, violation, assumption, and abuse. Fig-
ure | showcases a practical example taken from Chromium,
where context (1), assumption (12)), violation (13), abuse (4) in-
dicate the four elements of our model, respectively. Based on
this simple code annotation, GRAPE seeks other variant bugs
without needing to rewrite possibly incomplete expressions.

We subsequently illustrate how this standardized model
detects real-world vulnerabilities in large-scale software such
as Chromium, AzureDataStudio, and VSCode. Specifically,
we showcase the model’s effectiveness by identifying six
distinct bug patterns in Chromium, spanning diverse compo-
nents across all process privilege layers. When compared to
grepping with regular expressions, our model reduces false
positives by 86.3% (from 168 to 23), highlighting its effec-
tiveness in improving accuracy.

To evaluate GRAPE’s effectiveness and scalability, we build
a prototype by extending SemGrep [69] and apply it to the

// [1] Context

void CallbackLayerAnimationObserver::SetActive() {
weak_this = GetWeakPtr();
// [3] Violation
CheckAllSequencesStarted();
// [2] Assumption
if (!weak_this)
// [4] Abuse
CheckAllSequencesCompleted();

{ return; }

Figure 1: A didactic example of GRAPE code patterns.

latest Chromium with 46M LoC. GRAPE successfully iden-
tified 24 confirmed vulnerabilities, receiving 17,500 USD
rewards through Chrome’s Vulnerability Rewards Program.
Furthermore, our findings impact Firefox and Safari due to
their integration of Skia and WebRTC [33, 34, 55]. Our ap-
proach detects the bugs in 12 minutes, with each full scan
completing in under 9 minutes. Notably, GRAPE uncovered
bugs that survived on average for 5.2 years despite exten-
sive testing. Finally, we demonstrate GRAPE’s extensibility
by discovering a bug in OpenSSL [59] and three non-memory
corruption vulnerabilities in VSCode [56], all of which have
been fixed and acknowledged by the vendor.

In summary, our contributions are:

e We conduct a large-scale bug analysis on modern
browsers to understand and systematize variant bugs.

e We propose a variant model based on observed properties
to establish GRAPE, the first variant analysis workflow.

e We open source our prototype at https://github.com/
HexHive/Grape, which discovers 24 confirmed memory and
logical vulnerabilities, impacting Chromium, OpenSSL, and
VSCode, yielding bug bounties totalling 17,500 USD.

2 Bug Variant in Real-World Projects

This section examines the characteristics of variant bugs and
presents the current practice for variant bug findings. We
focus on Chromium because it is a complex, widely used
open-source project with a well-maintained issue tracker and
detailed bug reports [14]. Our study classifies variant bugs,
identifies their key properties, and assesses their impact on
Chromium’s security. Based on the observed variant prop-
erties, we introduce the current industry and academia tech-
niques to hunt for variant bugs.

Data Collection. Chromium’s rapid mitigation develop-
ment mitigates prior vulnerabilities or renders them non-
exploitable [13, 88]. As a result, older vulnerabilities may
no longer be relevant. To reflect the current security land-
scape, we analyze vulnerabilities reported from October 1,
2023, to October 1, 2024. We focus on bounty-awarded re-
ports, as they indicate security impact, and exclude internal
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Figure 2: Average Bug Survival years for different types of
bugs, measured from bug introduction to bug reporting.

reports to avoid duplicates and ClusterFuzz cases that only in-
ternal developers can access [39]. After manual deduplication,
we collect 342 unique reports.

Bug Categories. We categorize the 342 bug reports into three
major types: memory corruption (252 reports), logic bugs (71
reports), and mitigation bypasses (19 reports). We observe
that 73.7% are memory corruption bugs, posing most signifi-
cant threat to web browser [18]. Considering the large fraction
of bugs and strong security implications, our study primarily
focus on the memory corruptions vulnerabilities [66].

Data Processing Methodology. As bug reports are written
in natural language, we manually analyze them. Specifically,
we first extract all available fields from the issue tracker, then
manually conduct variant analysis based on the defined met-
rics (Section 2.2).

2.1 Bug Variant Analysis

Based on the 252 memory corruption reports from Chromium,
we observe two distinct groups:

Distinct Bugs refer to bugs that are initially discovered inde-
pendently, either later identified as related to a fixed bug or
determined to have no direct relation to any known bug.
Variant Bugs are identified through root cause analysis, ex-
hibiting the same underlying bug pattern as a previously re-
ported vulnerability. These bugs are subsequently discovered
based on prior knowledge of the shared bug model.

After manual analysis, we observe the followings:
Variant Bugs are better suited for exploitation. Figure 2
illustrates our key observations regarding the survival times
of different bug categories, i.e., variant bugs are significantly
more difficult to detect, with an average discovery time of
over three years. In contrast, distinct bugs are identified more
quickly, with an average survival time of 347 days. This in-
dicates that variant bugs require approximately 2.26 times
longer to be detected compared to distinct bugs. According
to Google Project Zero, well-designed PoCs for high-severity
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Figure 3: Number of variant bugs across the four properties.
One variant bug may have multiple properties.

vulnerabilities are typically long-lived, as their discovery of-
ten requires considerable effort. If a bug is fixed immediately
after its introduction, it is less likely to be exploited effectively.
Consequently, bugs with longer survival periods are generally
more stable for exploitation [87]. Therefore, we conclude that
variant bugs are generally more severe than others.

Variant Bugs remain overlooked. Despite the significant
impact of variant bugs, the number of such bugs detected
remains relatively small. Among 252 memory corruption
reports, a considerable amount of bugs (32) are variants of a
known report. According to a Google study [67], over 40%
of discovered 0-day vulnerabilities are variants of known
bugs, highlighting that variant analysis is a crucial but often
overlooked aspect of vulnerability detection. So far, existing
research missed this pattern.

Variant Bugs affect different components. Variant bugs are
widespread in Chromium, with 32 reports across 12 compo-
nents. Eight affect Ul-related components, potentially cor-
rupting the browser process, while seven impact privileged
processes including GPU and network. Renderer components
are also vulnerable. These bugs contribute to various memory
corruption issues, including spatial and temporal flaws. Effec-
tive variant analysis must comprehend diverse components.

2.2 Bug Variant Properties

After inspecting 32 variant bugs, we identify four key prop-
erties based on their similarity to previously known vulnera-
bilities, as illustrated in Figure 3. Note that a single bug may
exhibit multiple properties. Furthermore, these properties are
not exhaustive but rather reflect the state of Chromium issues
at the time of writing. In Section 3, we describe how to lever-
age these properties for practical bug pattern development.
Finally, all data from this study is included in our publically
available at https://github.com/HexHive/Grape.

Code Clone. Some memory corruption bugs originate from a
single copy-pasted line of code. For example, in 5/339877158
and b/339788215, the CSSTokenizer(). TokenizeToEOF() line
was copy-pasted, leading to a Use-After-Free vulnerability
when receiving similarly crafted input. In our study, we found
two cases of this pattern. Moreover, Code Clone is easily
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Figure 4: Timeline for incomplete fix CVE-2024-8193 (Addi-
tion Integer Overflow). All reports were in 2024.

identifiable by string-based tools or regular expressions.

Similar Caller. Chromium exposes similar functionalities
through the class hierarchy or if-else code branches. While
these code segments are not direct copies, they share simi-
lar structures with minor variations (e.g., changing only the
variable name). These patterns can be identified by analyzing
the caller function or class names, which tend to remain con-
sistent. For example, the fix for /355256380 addresses the
MaglevGraphBuilder’s method InferHasInPrototypeChain,
whereas /367818758 shows that the JSNativeContextSpe-
cialization also contains a similar method vulnerable to type
confusion. The most effective approach to handling these vari-
ants is to search for sibling names related to the affected class.
Eleven bug reports exhibit the Similar Caller property, often
concealed within sibling classes or functions of the original
bug report.

Same Callee. Another common scenario for bug variants
arises when the root cause involves the same function or
variable. However, in this case the vulnerability is not in-
troduced by a single line of code. For instance, the fix for
b/40053095 swaps Resolve(...) and Init(...) to address a UAF
issue, thus altering the code pattern. Moerover, b/339588211
finds that the code following /Init(...) involves a UAF due to
potential object destruction caused by Resolve(...). Detect-
ing these bugs without variant analysis is challenging since
searching for the variable or function name alone leads to
over-approximation, while code pattern matching may result
in under-approximation. Same Callee bugs constitute 40.6%
of the variant reports.

Same Callee Chain. The root cause of certain bugs consists
in multiple variables or functions used in different code lo-
cations. For these cases, an ad-hoc fix is often insufficient,
as similar errors can be triggered with slightly dfferent call
chains. For example, in b/41484151, the class BaseRendering-
Context2DAutoRestoreSkCanvas indirectly calls GetOrCre-
atePaintCanvas, which destroys the canvas, and results in a
UAF. In /41493290, a similar issue occurs with the same root
cause: GetOrCreatePaintCanvas destroys the canvas through
the function WillDraw. This illustrates that bugs with similar
root cause can manifest in different locations. This property
comprises nine reports that bypass the ad-hoc fixes.

2.3 Finding Variant Bugs Manually

Industry bug hunters rely on their expertise for variant analy-
sis [41,58,65,94], but manual analysis is often incomplete and
unstructured. Despite their effort, some variant bugs remain.
In Chromium, both internal developers and external security
researchers primarily focus on code clone and similar caller
bugs, often missing other variants. Figure 4 illustrates this
issue: after a bug report on August 16, 2024 ( b/360265320),
a series of related similar caller bugs was found. Despite an
exhaustive search over the next month, all detected variants
followed the similar caller pattern, failing to uncover issues
in the same callee chain. Four months later, GRAPE identified
a previously undetected same callee chain variant (Figure 14)
using its bug variant model. Similarly, Section 7.4 highlights
a case where manual audits only found code clone variants,
whereas GRAPE uncovered a same callee chain vulnerability.
These results demonstrate GRAPE ’s ability to detect a broader
range of variant bugs beyond manual methods.

2.4 Finding Variant Bugs using the State of the
Art

Despite significant advancements in vulnerability detection
techniques, existing approaches are not designed to find vari-
ant bugs. To address this gap, we analyze current vulnerability-
finding methods from three key perspectives: code size, cross-
context interactions, and cross-domain dependencies, and we
compare their strengths and limitations. Moreover, we ex-
amine speed, false positives (FP), false negatives (FN), and
usability to discuss trade-offs between different approaches.
Table | summarizes our analysis.

Model checking translates code into a state transition
graph and verifies if the code meets given specifications, prov-
ing program correctness [26,43]. This approach inherently
avoids FPs and FNs. However, the code complexity of modern
web browsers poses an unsurmountable challenge, as model
checking is prone to state explosion. To date, there have been
no successful attempts to scale model checking to code bases
as complex as Chromium.

Symbolic execution represents program variables sym-
bolically and converts code conditions into symbolic con-
straints [2,9,48], which are processed by constraint solvers
(e.g., SMT solvers [27]). While symbolic execution can theo-
retically achieve full code coverage and handle cross-context
interactions and cross-domain dependencies, it similarly suf-
fers from state explosion. The tens of millions of lines of
code in modern browsers result in path constraints that are
too complex to solve, limiting scalability.

Coverage-guided fuzzing (CGF) generates thousands of
inputs per second to maximize code coverage by mutating a
minimized seed corpus [6,32,51,86]. CGFs incrementally and
stochastically explores the near-infinite state space, resulting
in a manageable FP rate, as crashes typically indicate vul-
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Table 1: Comparison of major bug-finding techniques for open-source programs. : Web browser fuzzing produces intentional
crashes [73], necessitating manual triaging. *: Tested on an i7-13700 CPU. +: including the required Chromium compilation

Technique Genre Code Size Code Handle Handle False False Testing
q Coverage | Cross-Context Cross-Domain | Positive  Negative Chromium*

Model Checking [26,43] Static IK LoC [53] High Yes Yes No No Timeout
Symbolic Execution [9,27] Static 10K LoC [9] High Yes Yes No No Timeout
Concolic Execution [70, 85] Dynamic 50K LoC [70] Medium | Partitial Partitial No Medium  Timeout
Coverage-Guided Fuzzing [32] | Dynamic | 500K LoC [79] Low Partitial Partitial Low” Medium > 1 week
Graph-Based Analyzer [37] Static >10M LoC [61] High No No Medium High >6h*
GRAPE (Section 3.2) ‘ Static ‘ >10M LoC [61] High Yes Yes ‘ Low Medium <5 min

nerabilities (except intentional crashes [73]). However, CGF
often hits a coverage plateau, leaving code areas unexplored—
particularly in complex software like web browsers [25],
where only 29% of Chromium code is covered by fuzzing. Ad-
ditionally, cross-context interactions and cross-domain depen-
dencies remain challenging, as not all code paths are tested.

Concolic Execution combines concrete and symbolic exe-
cution, starting with a concrete path and abstracting variables
to explore nearby paths [10, 64,70, 85]. While this approach
reduces state explosion, it still relies on symbolic variables
and SMT solvers. As program size grows, handling complex
path constraints becomes challenging, limiting scalability. Ad-
ditionally, the reduced path coverage leads to FNs and failure
at addressing cross-context interactions and cross-domain
dependencies.

A graph-based analyzer compiles source code into Ab-
stract Syntax Trees (ASTs) [37, 82, 83] and uses manually
written queries to identify vulnerabilities. These analyzers
scale well to arbitrary C/C++ programs as they avoid state
explosion through limited query states. However, their man-
ually written queries are tailored to specific bug scenarios,
and are thus prone to both FPs and FNs. Additionally, as
graph-based analyzers operate on metadata instructions, they
struggle with cross-context interactions and cross-domain de-
pendencies [7, 8, 82, 83]. The reliance on compilation also
limits regression testing, as code changes lead to a full re-
compilation. For complex software like Chromium, this is
infeasible as it requires over 43 core hours for a single end-to-
end scan [38].

3 GRAPE

This section first outlines three key challenges in detect-
ing variant bugs in complex software systems (Section 3.1).
Then, we introduce GRAPE (Section 3.2), an extensible,
implementation-independent workflow that is compatible
with any static analyzer.'

I'The term GRAPE refers to a phonetic play on words that hints at the
informal approach of using the Unix tool GREP to search for bug patterns.

3.1 Challenges

C1: Code Size (Where to look for bugs). Large-scale soft-
ware projects are inherently complex and cannot be exhaus-
tively analyzed; for example, in Chromium, only 29% of its
codebase is covered by tests [25]. This discrepancy highlights
the difficulty of thoroughly testing complex systems, making it
a major challenge to identify which areas to prioritize.
C2: Cross-Context Interactions (How to detect bugs). The
management of object lifetimes in large software systems is
complex and difficult to track [73]. Unlike explicit memory
management, which allows for predictable patterns (e.g., al-
location, destruction, and reuse in Use-After-Free bugs), the
object release process in complex systems is often triggered
by user actions and does not involve explicit free functions.
This irregular data-flow hinders the usage of traditional bug
models, scaling bug detection framework to modern software
therefore becomes the second challenge.
C3: Cross-Domain Dependencies (How to verify ex-
ploitability). Bugs are considered security vulnerabilities
only if an attacker can exploit them from a known entry point.
For instance, an integer overflow caused by missing parame-
ter validation might not be exploitable if security checks are
properly placed. This challenge is exacerbated in complex
software systems where data and control flows span multi-
ple components, leading to a state explosion that traditional
models struggle to manage. Even with a potential bug report,
determining its exploitability remains a significant hurdle.
To tackle these challenges, we leverage variant analysis by
introducing a standardized bug variant model and verifying
the bugs exploitability through variant-specific properties.
Addressing C1. We narrow the target scope by leveraging
variant analysis. Specifically, by using a known bug as input,
we reduce the search space from the entire codebase to regions
directly related to the identified vulnerability.
Addressing C2. We introduce a formalized bug variant model
(Section 4) that abstracts the implicit operations into explicit
expressions. The model compresses expert knowledge into
machine-readable patterns, automating the bug detection.
Addressing C3. We present a method for verifying ex-
ploitability, leveraging the variant categories defined in Sec-
tion 2.2. This step ensures that identified vulnerabilities are
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indicates one-time efforts.

assessed in the context of their security impact, refining the
overall detection framework.

3.2 GRAPE Design

To address these limitations, we propose GRAPE: an analyzer-
agnostic variant-analysis approach that minimizes reliance
on heavyweight source code knowledge. GRAPE avoids
state explosion and seamlessly scale to large codebases like
Chromium. Figure 5 describes our design. We leverage a
knowledge-driven model that translates human expertise into
string-based abstract bug descriptions (Section 4), further
removing the need for AST dependencies and allowing a
lightweight implementation.

GRAPE incorporates new bug patterns based on three key
steps. (@) Bug Report Review: A developer reviews existing
bug reports and identifies the assumption, violation, and abuse.
(®) Building the Variant Model: Using these insights, the
developer creates properties-specific patterns for variant detec-
tion by leveraging the general variant model. (@) Code Scan:
GRAPE applies these patterns across the codebase, detecting
similar vulnerabilities and verifying their exploitability.

How does GRAPE simplify variant analysis? The under-
lying message of GRAPE is to write sound bug patterns only
once. Given an existing pattern, analysts need only to iden-
tify a few specific code strings in an existing patch. In more
detail, steps @ and @ are one-time efforts, requiring no fur-
ther maintenance. Crucially, developers implement the first
two steps while producing a bug patch, thus not introducing
additional efforts. In our experience, steps @ and @ requires
approximately five minutes to a first year PhD student, while
we expect an expert would reduce this time (more details in
Section 4.5). Finally, step @ automatically executes the pat-
terns over the whole code base. The lightweight nature of this
step makes it suitable for integration into CI/CD pipelines for
improving code quality.

We implement GRAPE by extending SemGrep [69], elimi-
nating the heavy recompilation cost of graph-based analyzer
while maintaining our detection efficiency. In Section 4.4, we
provide concrete instructions and illustrate an concrete query

writing process.

4 Variant Models with Different Properties

This section details GRAPE’s bug variant model and how it
overcomes the limitations of current practices, which are tai-
lored to specific targets [45,58]. Specifically, GRAPE’s model
provides a systematic and generic approach, thus address-
ing cross-context interactions. In Section 4.1, we present a
highly abstract model applicable to all variant bug categories.
We then refine this model in Section 4.2 to detect variants
adhering to the characteristics outlined in Section 2.2. Our
approach is designed to provide flexibility while remaining
extensible to accommodate new properties.

4.1 Variant Bug Model

Our variant bug model consists of four key elements:
Context: A context is the class, function or code block that
contain the given calls. For instance, if a bug is located in
function ClassA::VulnFunc, its context is ClassA::VulnFunc.
The developer leverages this information to search for Similar
Caller bug variants.

Assumption: An assumption is an abstract representation of
the expected runtime state at a specific code location. For
example, object X should always be alive while function Y
is executing. Developers infer assumptions from bug reports
and use them to create two rules that represent violation and
abuse, respectively.

Violation: A violation is a condition that contradicts a valid
assumption. For instance, an attacker could trigger a violation
by accessing a freed object X via function Y, thus violating
the developer’s assumption. Each violation is encoded into a
rule.

Abuse: Violations alone are only harmful when followed by
an abuse, turning the pair into a vulnerability. Abuse occurs
when a code segment operates on a violated condition, cre-
ating a vulnerability. For example, accessing a member of
a freed object, such as X.a(), constitutes an abuse. As with
violations, abuses are also encoded into rules.

4.2 Variant Bug Models with Properties

Our property findings in Section 2.2 highlight the potential for
refining the variant model. We demonstrate how the standard-
ized model in Section 4.1 can be adjusted based on observed
variant properties. Due to the generality of our model (Sec-
tion 4.1), further refinements can be integrated with existing
solutions.

Bug Model For Code Clone. Code clone variants arise when
vulnerable code is directly copied and pasted. As a result,
the string pattern for identifying such variants is a line of
code that encapsulates all the necessary conditions for trig-
gering the vulnerability, i.e., both violation and abuse. For
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{1 void CallerFuncWin () {
Violation2 () ;
Abuse2 () ;

void CallerFuncLinux ()
Violationl () ;
Abusel () ;

} 4}

(a) Prior Bug (b) New Bug

Figure 6: Variant Model for Similar Callers.

instance, in a Use-After-Free (UAF) vulnerability, the string
pattern should include the complete sequence of memory allo-
cation, deallocation, and reuse. Given this structure, detecting
instances of violation(); Abuse(); is generally sufficient for
real-world bug detection.

Bug Model For Similar Caller. For similar caller variants,
the developer need to find a function or class that is similar to
the current buggy function. In complex software systems, it
is common practice to reuse implementations across sibling
classes or functions. Security researchers focusing on these
variants should examine sibling functions or class names as-
sociated with the caller of a known bug. As illustrated in
Figure 6, if a vulnerability is present in CallerFuncLinux, a
platform-specific counterpart such as CallerFuncWin is likely
to exhibit the same issue.

1 void AnyFuncB () {
Violation () ;
Abuse2 () ;

void AnyFuncA () {
Violation () ;
Abusel () ;

(a) Prior Bug (b) New Bug

Figure 7: Variant Model for Same Callees.

Bug Model For Same Callee Variant. Bugs involving the
same callee tend to be complex and cannot always be summa-
rized in a few lines of code. Therefore, the violation function
should serve as an approximation based on the most critical
condition necessary for triggering the bug. As demonstrated
in Figure 7, for a UAF vulnerability, the function responsible
for freeing memory can be used as the Violation to identify
potential variants, even if different functions handle the Abuse
(i.e., memory reuse).

Bug Model For Same Callee Chain Variant. When a callee
is invoked in multiple locations, an attacker may reach a vul-
nerable function from different code paths. In such cases,
the model must capture runtime checks occurring before the
function call and identify where those checks are missing. Fig-
ure 8 illustrates two scenarios: one in which the absence of
inter-function validation results in a variant bug, and another
where missing intra-function validation leads to a similar
vulnerability. These cases underscore how differences in vali-
dation mechanisms can contribute to the emergence of new
bug variants. This variant aligns with the Same Callee model.
While the Same Callee approach restricts its analysis to Abuse

3+ if

1 // [1] intra-func
> Violationl () ;
3 if (!Validate())

void Functionl () {
return ;

Violationl () ;

. raéijjl%date()) 6 Violationl ();
Abusel () ; : Abusel () ;
} 9 // [2] inter-func
‘ 10 Functionl () ;
(a) Prior Bug 11 Abusel () ;
(b) New Bug

Figure 8: Variant Model for Same Callee Chains.

instances that occur in proximity to the current Violation, the
Same Callee Chain expands this scope by considering Abuse
across a broader sequence of related calls.

4.3 Writing Queries using Variant Models

The variant models with properties in Section 4.2 only il-
lustrate the concept for variant bug detection, and cannot be
directly convert to queries for static tools. We present concrete
examples on how these concepts inspire actual query writing.
Query for Code Clone. For a code clone variant to be ex-
ploitable, the copied code must retain the necessary bug con-
ditions, including both violation and abuse. Therefore, the de-
tection query must check for the presence of both conditions.
For example, queries for b/339458177 should use CSSTok-
enizer(*).TokenizeToEOF(), encompassing both violation and
abuse.

Query for Similar Caller. Variants with the similar caller
property occur when a known vulnerable function is called
by multiple sibling classes that implement similar function-
ality. These classes may propagate the same vulnerability.
Take /360265320 for instance, as MeshOp is proven to be
vulnerable, developer can leverage their knowledge that Fill-
RectOp may suffer from the same issue, and searching for
FillRectOp’s onCombinelfPossible implementation to add ap-
proximate validations.

Query for Same Callee. The same Callee property simplifies
the detection of vulnerabilities by focusing first on violation
conditions, which serve as an approximation for full bug con-
ditions. For instance, in b/40064490, two SetOptionSelection()
calls constitute full bug conditions. While the first call is a vi-
olation that frees the object, the second call triggers an abuse,
i.e., it dereferences a freed object. Instead of searching for re-
peating SetOptionSelection() calls, we can look for the single
SetOptionSelection() first, then validate if an abuse follows.
Query for Same Callee Chain. Variants with the same callee
chain property extend the analysis of vulnerabilities across
different contexts by considering inter-function relationships.
Compared to same callee property, which focuses on vulnera-
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void CFFL_ListBox::SaveData(...) {
ObservedPtr observed_box(pListBox);

m_pWidget->SetOptionSelection(i);

Context:
CFFL_ListBox: :SaveData

Q Assumption:
lobserved_box m

LI

Code Clone Query
$widget->SetOptionSelection($_);
$listbox->IsItemSelected($_);

Similar Caller Query

CRFINGHEEREGR : : saveData
GUGSSIIX : : savepata

+ if (lobserved_box) { :> :> Violation: :> —_—— ) Same Callee Query
+ return; O A @ $widget->SetOptionSelection($_); : < :
) @ $widget->SetOptionSelection($_);
A Abuse: —
pListBox->IsItemSelected(i); $listbox->IsItemSelected($_); ~—_—"_) Same Callee Chain Query
} $cffl_Listbox->SaveData();
——

Bug Report Variant Model

Instantiate Element

Concrete Rules

Figure 9: Main steps to incorporate a bug report into GRAPE.

bilities within a single function, this property tracks vulner-
abilities that may span multiple functions. In /360265320,
the overflow happens during the onCombinelfPossible calcu-
lation, which is later used for space allocation inside onPre-
pareDraws. Thus, the developer should also track the value
propagation across the Same Callee Chain, i.e., searching for
the fIndexCount calculation chain.

4.4 Query Writing Example

As illustrated in Figure 9, this section details the process by
which a developer can create concrete static analyzer queries
from a bug report, corresponding to steps @ and @ in the
GRAPE overall design (Figure 5). The core of this process
involves using a variant model to systematically deconstruct
a bug. This model functions as a template, where a developer
abstracts key components (i.e., the Context, Assumption,
Violation, and Abuse) from the bug-related code. By com-
bining these instantiated code elements, concrete query rules
can be formulated for a static analyzer.

The process begins with the construction of an abstract
variant model. To exemplify this, we consider cross-language
invalidation bugs. This class of vulnerability arises when
a user-defined callback, often in a scripting language like
JavaScript, deallocates a native object (e.g., a C++ object
representing part of a PDF document), leading to a subsequent
use-after-free. For such bugs, the variant model is defined by
the following four components:

We consider the Context as the function handling the spe-
cific document features (e.g., PDF XFA forms) that can trigger
script execution. Located in this Context, the developer’s As-
sumption is that all native objects remain valid throughout the
execution of a member function. However, the Assumption
will be violated when attacker-controlled callback embedded
in the document executes and prematurely destroys a C++
object. Finally, the Abuse occur when the freed objected is
reused, resulting in a Use-After-Free.

Following this abstract model, the developer instantiates
each element by mapping it to specific code artifacts from

the bug report. In the given example: The Context is identi-
fied as the cFFL_ListBox::SaveData method, which is the func-
tion encompassing the vulnerable code. The developer’s As-
sumption is inferred from the post-patch code. The added
check if (!lobserved_box) reveals the original code’s implicit
assumption that the pListBox object would not be deallo-
cated during the function’s execution. The call to n_pwidget
->SetOptionSelection (i) 1S identified as the Violation, as this
is the operation that may trigger the script callback and deal-
locate the object, thereby violating the assumption. Finally,
the subsequent call to pListBox->IsItemSelected (i) in the orig-
inal code represents the Abuse, where the potentially freed
pListBox object is used, leading to the use-after-free.

With these instantiated elements, a developer can compose
various concrete query rules. These rules are generally based
on code patterns and can be adapted to any static analysis tool
that supports syntactic or string-based matching. As shown in
Figure 9, different combinations of the instantiated elements
yield distinct query types:

e A Code Clone Query combines the Violation and
Abuse patterns ($widget->SetOptionSelection (5_); $listbox->
IsTtemSelected($_);) to find exact duplicates of the bug.

o A Similar Caller Query generalizes the Context. In-
stead of only searching cFr1_ListBox: :SaveData, it expands the
search to semantically similar methods, like CFF1,_checkBox Or
CFFL_CombolBox.

e A Same Callee Query focuses exclusively on the Vio-
lation element ($widget->SetOptionSelection($_);), aiming to
find all locations where the potential violation occurs.

e A Same Callee Chain Query searches for callers of
the function containing the violation. In this example, since
CFFL_ListBox::SaveData () return when pListBox is destroyed,
any code that calls this method also destroy prListBox, results
in an violation. Subsequent use of the pListBox object may
introduce a new vulnerability. This query, $scff1_listbox->
saveData () ;, identifies such call sites to uncover more complex
variants.
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Table 2: Required manually identified Variables (V), Functions (F) and Classes (C). If the number is 0, the variant property does

not apply to the bug pattern.

Bug Property

Code Clone Similar Caller Same Callee Same Callee Chain  All

Bug Patterns

Cross-Language Invalidation | 2F 2C
Unexpected UI Destruction 2F 5C
Inconsistent Variable Lifetime | 1C1F 0C
Multiply Integer Overflow 2F 7C
Add Integer Overflow IF 6C
Improper Access Control 2F 0C

1F IF 2C3F
IF IF 5C3F
1F 3C 3C2F
1F OF 7C2F
1v 3V 6CIF3V
IF IF 2F

4.5 Manual Efforts

Overall, GRAPE suggests a promising direction for reducing
manual effort. The only human intervention necessary is se-
lecting a few relevant variables. To quantitatively assess this
manual effort, we selected the most complex bug report as-
sociated with each bug pattern and measured the number of
variables, function names, and class names the developer must
identify when following the instructions in Section 4.4. Ta-
ble 2 summarizes our findings. Across all evaluated cases, the
maximum manual effort involved identifying no more than
seven class names and two function names for any single bug.
These results demonstrate the efficiency and practicality of the
GRAPE workflow, even when applied to complex, real-world
vulnerabilities such as those found in the Chromium.

S Implementation

Building on the variant model and properties illustrated in Sec-
tion 4, we implement a GRAPE prototype using SemGrep [69]
and scan the Chromium codebase to assess its effectiveness.
GRAPE systematically translates natural language bug de-
scriptions into concrete detection queries. While GRAPE is
currently implemented upon SemGrep, its pattern design is
independent of any specific analyzer, allowing for potential ex-
tensions to other static analyzers, such as CodeQL [37]. Since
GRAPE primarily relies on string-based matching, SemGrep
remains a lightweight and efficient choice.

6 Bug Patterns and Our Discoveries

Following the workflow in Section 4.4, we conduct variant
analysis on real-world software systems. Specifically, we use
Chromium and VSCode as case studies, and derive six pat-
terns (see Table 3). Furthermore, we discuss the OpenSSL
pattern in Appendix A.4.

Pattern 1: Cross-Language Invalidation. Modern web
browsers support scripting languages, such as JavaScript (JS),
embedded in web pages and PDF documents. The interaction
between JS and C++ code happens through a binding layer
that handles cross-language communications. By manipulat-
ing JS callbacks in PDF or HTML documents, attackers can

control C++ APIs and free C++ objects. These vulnerabilities
represent a strong primitive that adversaries employ in real-
world scenarios [49]. The discovery of this pattern resulted in
the assignment of two CVEs.

Pattern 2: Unexpected UI Destruction. Since the User Inter-
face (UI) resides in the browser process, outside the sandbox,
it serves as an alternative, and often overlooked, attack sur-
face. Consequently, adversaries can exploit Ul memory safety
violations to gain the highest privilege. Despite significant
efforts, Ul memory corruption remains a substantial threat
to web browser security [20,22,24]. By scanning existing
bug reports, we find a universal bug variant: Unexpected Ul
Destruction. This vulnerability relies on an intrinsic browser
policy: when necessary, the web browser deconstructs some
UI objects if not visible for user interaction. Therefore, an
incorrect check of UI objects’ lifetime may lead to a UAF.
GRAPE discover seven bugs based on this pattern.

Pattern 3: Inconsistent Variable Lifetime. Since Chromium
can consume significant memory due to its numerous compo-
nents, developers tend to use object with a short lifecycle. For
instance, they often declare temporary variables on the stack
instead of the heap. When stack variables hold computation
results, the caller receives a copy rather than a reference of the
stack object, ensuring safety in most of the cases. However,
in certain edge cases, references to destroyed stack objects
may mistakenly persist, resulting in exploitable UAF vul-
nerabilities. This type of error is prevalent throughout the
Chromium project, often safeguarded by complex conditions
(e.g., GPU shutdown [19], extension installation [23], timing
windows [21]) that hinder fuzzers from detection. Addition-
ally, the allocation of stack variables, along with the creation
and dereferencing of references, occurs across different con-
texts. Therefore, the system needs to reach sophisticated inter-
nal state to trigger the bug. As a result, current static analysis
tools are unable to address these vulnerabilities. In our study,
we identify the Inconsistent Variable Lifetime bug pattern and
detect one high-severity UAF instance.

Pattern 4: Multiply Arithmetic Overflow. Web browsers in-
tegrate third-party libraries for file parsing and decoding. Un-
fortunately, many of these libraries were developed decades
ago and often lack robust security practices. When allocat-
ing heaps buffers, these libraries frequently fail to validate



Table 3: Overview of our six bug variants. Bug variant type stands for the discovered variant bug type.

Program Vulnerability Type Privilege | Bug Variant Pattern Code Sin]13illl§r VarSIZE;Typ eSame Callee
Clone Caller Callee Chain
Render Cross-Language Invalidation | X X v v
Temporal ‘ Use-After-Free Browser | Unexpected Ul Destruction X v v v
Chromium ‘ ‘ Use-After-Return ‘ Render ‘ Inconsistent Variable Lifetime ‘ v X X v
. Render Multiply Integer Overflow v v v X
Spartial ‘ Heap-Bulfer-Overflow GPU Add Integer Overflow X X v v
VSCode ‘ Logical ‘ Information Leak ‘ - ‘ Improper Access Control ‘ v X v X

whether the integer operation exceed the maximum limits,
resulting in integer overflow. Although Chromium’s security
model classifies integer overflow as undefined behavior rather
than a security vulnerability [74], these bugs can cause secu-
rity issues if the overflowed values control pointer arithmetic
calculations. In these cases, the allocation may produce an
unexpectedly small memory chunk, resulting in heap out-of-
bounds accesses, and finally leading to a security abuse. Based
on this pattern, GRAPE detects nine vulnerabilities without
the need to test the complex internal states of browsers.
Pattern 5: Add Arithmetic Overflow. The increasing com-
plexity of web applications demands enhanced graphics com-
putation capabilities, prompting browsers to integrate GPU
support for accelerated rendering and to integrate graphics
libraries, such as Skia [71]. During shape rendering, loops
often perform calculations over indices and vertices. How-
ever, insufficient validation can result in integer overflows.
When the buffer size calculation relies on overflowed values,
the attacker may induce heap buffer overflow through small
memory buffers. Regarding this pattern, GRAPE identified a
High-Severity vulnerability that allows a sandbox escape in
Chrome GPU component.

Pattern 6: Improper Access Control. During desktop ap-
plication development, JavaScript and TypeScript are widely
used. While these memory safe languages mitigates tradi-
tional memory corruption vulnerabilities, they introduces new
security risks, e.g., Improper Access Control (CWE-284).
These vulnerabilities arise when the applications store confi-
dential messages in a temporary directory, allowing the adver-
sary, another user in the system, to inspect the secret or inject
the code, achieving information leakage or even privilege ele-
vation. Leveraging this variant pattern, GRAPE successfully
identified three logic flaws in VSCode and Azure Data Studio,
Microsoft has acknowledged two of them.

7 Real-World Bug Hunting

In this section, we evaluate whether GRAPE can find real-
world vulnerabilities in complex software systems, Section 7.1
summarizes our discoveries. We first discuss the performance

and required manual effort. Then, we investigate the False
Positive rate for GRAPE in Section 7.2. Finally, we study
six bug patterns from Section 7.3 to 7.5. Due to page limi-
tation, we discuss Pattern 1 in Appendix A.l , Pattern 4 in
Appendix A.2 and the OpenSSL bug in Appendix A .4.
Performance. GRAPE completes an end-to-end pattern scan
in up to 9 minutes, while completing all patterns takes only
12 minutes. Performance was measured over five runs on
a Ubuntu 22.04 desktop with an 17-13700 CPU and 64GB
RAM.

Manual Effort. Among the 49 GRAPE reports, we manually
excluded 23 false positives (FPs) within two hours, demon-
strating a reasonable effort requirement. Rule creation is a
one-time process that largely overlaps with bug fixing [17].

Table 4: New bugs reported by GRAPE. ‘*’ indi-
cates the report include multiple bugs. ‘b/0123° means
https://crbug.com/0123.

ID ‘ Pattern  Component Type Severity  Status Bounty
1| Pl Plugin >PDF Vuln  Medium CVE-2024-5847 1000
2| Pl Plugin >PDF Vuln  Medium CVE-2024-5846 1000
3| P2 Headless Bug Low b/347737878 0
4| P2 UI >Shell Bug Medium b/348688192 0
5| P2 UI >Autofill Vuln  High CVE-2024-7968 1000
6 | P2 UI >Aura Bug Medium b/351796118 0
7| P2 Unclassified Vuln  Medium b/351843813 500
8 | P2 Views >Desktop ~ Vuln  Low b/363985581 0
9| P2 Unclassified Vuln  High b/363985598 0
10 | P3 Blink >CSS Vuln  High b/365802556 11000
11* | P4 Blink >WebRTC ~ Vuln  High b/371686447 0
12* | P4 Blink >WebRTC ~ Vuln  Medium  b/371615496 0
13 | P5 Skia Vuln  High CVE-2025-0436 3000
14 | P6 VSCode Vuln - - 0
15 | P6 AzureDataStudio  Vuln  Low VULN-152863 0
16 | P6 AzureDataStudio  Vuln  High CVE-2025-32726 0

‘ In total, we reported 24 bugs in 16 reports and received 17,500 USD bounty

7.1 New Vulnerabilities Found by GRAPE

Table 4 lists all 24 bugs identified by GRAPE. In total, GRAPE
uncovered 21 vulnerabilities, with five classified as S1 (High-
Severity), and was awarded a total of 17,500 USD. Five re-
ports are categorized as bugs, this does not necessarily imply
they are unrelated to security, as some security reviewers



Table 5: Bug detection with/without abuse filtering. We eval-
uate on Chromium 126.0.6465.2. “w/ abuse” stands for full
GRAPE. *: GRAPE (W/ abuse) detect a new bug introduced in
130.0.6710.0, while w/o abuse failed.

Without Filtering With Filtering
Patterns Violations | Output FPrate | Output FPrate | TP
Pattern 1 12 23 86.96% 5 40.00% 3
Pattern 2 68 150 95.33% 27  74.07% 7
Pattern 3* 1 8 50.00% 4 0.00% 4
Pattern 4 2 11 0.00% 11 0.00% | 11
Pattern 5 1 2 50.00% 2 50.00% 1
Pattern 6 1 7 57.14% 7 57.14% 4
Overall | 85| 201 85.07% | 56 46.43% | 30

downgrade vulnerability reports without a PoC to bug. For
instance, in reports 4 and 6, we provided the same analysis as
in reports 5 and 7, which were initially classified as vulnera-
bilities by the Chromium security team. However, upon being
forwarded to the ChromiumOS team, these were downgraded
to bugs due to the lack of a concrete PoC. Additionally, we
submitted 16 reports, as some reports (marked with *) contain
multiple unique vulnerabilities with similar root causes.

7.2 False Positive and False Negative Rate

We evaluate the False Positive (FP) rate of GRAPE by running
it on Chromium 126.0.6465.2 and VSCode 1.99.0, with and
without the use of Abuse rules for FP pruning. Table 5 presents
the results. We also discuss and approximate the False Neg-
ative (FN) rate of GRAPE. Overall, our variant model suc-
cessfully eliminates 72.1% of FPs, lowering the FP rate from
85.1% to 46.4%, highlighting the importance a formalized
variant model for more accurate detection. The full list of
false positives and root causes is available at Appendix A.5.

Pattern 1 and Pattern 2. We automatize the violation
detection by using WeakPtr validation (see Appendix A.3).
By extracting call sites from functions exhibiting violation
behavior, we initially identify 23 and 150 potential violations,
respectively. With the the abuse model, the GRAPE proto-
type reduces the number of targets to 5 and 27, effectively
eliminating a large portion of FPs.

Pattern 3. Despite relying on a manually defined violation,
the FP rate remains high at 50%. Here, the introduction of the
abuse model successfully eliminates all FPs. Additionally, in
a later version of Chromium, a newly introduced vulnerability
was detected by the GRAPE prototype, whereas a simple scan
for violation alone failed to identify it. This highlights the
importance of incorporating the abuse model for detection.

Pattern 4, Pattern 5 and Pattern 6. The violation con-
ditions are manually defined, and the abuse model does not
filter additional FPs. This is because the manually crafted vio-
lation already encapsulates sufficient knowledge to exclude
potential FPs, reducing the need for additional filtering.

False Negative Rate. As it is inherently impossible to
know the complete set of vulnerabilities in a system as large
as Chrome, we estimate the false-negative rate by evaluat-
ing whether GRAPE can recover all known variants when
initialized from an existing bug report. To the best of our
knowledge, GRAPE successfully identifies all known variant
cases reported in the chrome issuetracker [14].

7.3 Unexpected Ul Destruction Variants

GRAPE identified seven unexpected Ul destruction variants by
leveraging the pattern 2 from Section 6, covering properties
Same Callee and Similar Caller.

// crbug.com/995321, incomplete fix

> driver_->GeneratedPasswordAccepted (...); // free
3 + if (weak_this) { /* ... */ }

// new bug with same callee
» driver_->GeneratedPasswordAccepted (...); // free

7 Show (...);

// UAF

Figure 10: Incomplete fix of 5/995321. GRAPE finds a High-
Severity UAF and awarded 1K USD.

New Vulnerability with Same Callee. Figure 10 show-
cases a Ul destruction bug found by GRAPE. In 5/995321,
developers noted that GeneratedPasswordAccepted() permits
certain user gestures to destroy this. However, the function
EditPasswordClicked() does not validate this after Generat-
edPasswordAccepted(), resulting in an UAF. This bug was
introduced in July 2023 [12] and was detected in June 2024.
Despite a year of internal fuzzing, code audits, and static anal-
ysis, GRAPE revealed the vulnerability in just five minutes,
highlighting GRAPE’s effectiveness.

// crbug.com/335602634, only patch Linux

> void xxTreeHostLinux::OnBoundsChanged(...) {

xxTreeHostPlatform::0nBoundsChanged (change) ;
+ if (weak_this.get()) { ... }
}

7 // new bug with similar caller on Lacros

void xxTreeHostLacros::0OnBoundsChanged(...) {
xxTreeHostPlatform::0nBoundsChanged (change) ;
// missing validation

}

Figure 11: Incomplete fix of b/335602634. GRAPE finds an
unvalidated violation, which was confirmed and fixed.

New Vulnerability with Similar Caller. Figure 11 illus-
trates another bug where the fix only was applied to Linux
implementation and does not propagate to Lacros (an exper-
imental OS developed by Google). The implementation of
OnBoundsChanged is exactly the same both in Linux and
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Lacros, so does the unexpected Ul destruction bugs. Our bug
model easily catches the missed validation in 10 minutes,
while this bug remained in the codebase for over 2 years.

7.4 Inconsistent Variable Lifetime Variants

We take the CSSParserToken series as an example to illustrate
how GRAPE identifies inconsistency variant lifetime variants
on exhaustively tested code.

Prior Attempts To Find Code Clone Vulnerabilities.
Figure 13 illustrates the efforts of both developers and ex-
ternal researchers in detecting Code Clone variants. On
May 8, 2024, developers identified that the call to CSSTo-
kenizer().TokenizerToEOF() returns a pointer to a destroyed
buffer, ultimately resulting in a use-after-free vulnerability.
Over the following two weeks, numerous external security
researchers and internal developers actively searched for sim-
ilar variants. However, their approach was constrained to
Code Clone variants. Five months after these initial bug fixes,
GRAPE successfully identified a new Same Callee Chain vari-
ant by employing a more comprehensive bug model.

CSSParserToken GetAttrSubstitutionValue (...) {
CSSParserTokenStream stream(attribute_value);
// "token’ holds a reference to a stack object
CSSParserToken token = \
stream.ConsumeIncludingWhitespaceRaw () ;
return token;

7}

11

svalue = GetAttrSubstitutionValue (...);
// svalue point to a destroyed object

svalue->Serialize (serialized_svalue); // UAF

Figure 12: High-Severity UAF in Chromium Blink. Found by
GRAPE and awarded 11K USD.

New Vulnerability with Same Callee Chain. Figure 12
showcases the new finding by GRAPE, which is a variant
of CVE-2024-7000. GRAPE successfully identified a High-
Severity UAR vulnerability where cssparserToken stores a ref-
erence by a destroyed stack variable. Since cssparserToken
shares the same callee chain as cssTokenizer, we infer that its
input is equally under attacker control. Based on this assump-
tion, we successfully constructed a PoC.

7.5 Addition Overflow Variants

GRAPE identifies a similar callee chain vulnerability by
modeling the violation chain in GPU library.

Prior Attempts To Find Similar Caller Vulnerabilities.
Figure 4 presents prior attempts to discover add-based over-
flows. Since the initial bug report 5/360265320 on August 16,
bug hunters and developers have conducted extensive code au-
dits on similar callers, specifically sibling classes of MeshOp
that implement onCombinelfPossible. Although these audits

Report  Report
339458177 339788215

Report
341640868

Report
341640868

May 8 May 10 May 12 May 14 May 16  May 18  May 20  May 22 May 24

Fix

Fix ix ix
339458177 330788215 341640868 341640868

Figure 13: Timeline for incomplete fix CVE-2024-7000 (In-
consistency Variable Lifetime). All reports were in 2024.

// CVE-2024-8636: missing validation on mult
> for (int i = 0; i < numRegions; i++) {
numRects = safeMath.add (numRects, complexity);
}
// integer overflow in multiplication

7 fVertices =

5 int

vertexCount = verticesPerRepete * numRects;
target ->makeVertexSpace (vertexCount) ;

on addition
i+4+) |

// new finding: missing validation
for (int i = 0; 1 < instanceCount;
// integer overflow in addition

quadCount += gather_lines_and_quads (...);

3}

// vertexCount calculation is protected

s // quadCount is used to calculate vertexCount
s fVertices =

target ->makeVertexSpace (vertexCount) ;

Figure 14: High-Severity Integer Overflow in Chromium Skia,
found by GRAPE and awarded 3K USD.

led to the discovery of four high-severity vulnerabilities, they
missed the same callee chain variants.

New Vulnerabilities with Same Callee Chain. Figure 14
shows a new integer overflow identified by GRAPE, that sim-
ilar to CVE-2024-8636. Both vulnerabilities arise from the
accumulation of elements within a loop, followed by a mul-
tiplication operation to compute the allocation size (vertex-
Count). However, the two bugs lack distinct validations. In
CVE-2024-8636, the developer employs a safe addition API
to prevent overflow but fails to validate the multiplication that
follows. Conversely, the new bug only safeguards the multipli-
cation and forgets the addition operation. While both vulnera-
bilities occur within the same callee chain, different valida-
tions are missing. Notably, even with a developer-constructed
PoC, reproducing the issue required weeks of execution. This
complexity underscores the limitations of dynamic testing
and highlights the GRAPE’s effectiveness in identifying those
overlooked bugs.

7.6 Inproper Access Control Variants

We extended GRAPE support to non memory corruption vul-
nerabilities. Specifically, we studied the two security-critical
targets: AzureDataStudio [57] and VSCode [56]. Following
the same workflow, we discover two logical vulnerabilities in
AzureDataStudio and one in VSCode, one of which received
a CVE from Microsoft. Figure 15 illustrates two examples.
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1

// CVE-2025-20570, in VSCode
> const zdotdir = path.join(os.tmpdir (), ‘xxx-zsh?');
3 envMixin [’ ZDOTDIR’] = zdotdir;

s // private key

// Finding 1: Code Clone in AzureDataStudio

const zdotdir = path.join(os.tmpdir (), ‘xxx-zsh');
envMixin [’/ ZDOTDIR’] = zdotdir;
// Finding 2: Same Callee in VSCode
const certPath = path.join(os.tmpdir (), ’'cert.pfx’
)i
10 coo
> fs.writeFileSync (certPath, pfxCertificate);

leak
cp.execSync (‘openssl
fs.rmSync (certPath, {

"S${certPath}" ...%Y);
force: true });

Figure 15: Incomplete fix of CVE-2025-20570. GRAPE finds
a Code Clone and a Same Callee.

CVE-2025-20570 is an information leak vulnerability that

allows a user within the same group to execute code under the
victim user’s role. Specifically, when a victim user (belonging
to groupA) runs shell integration, the zdotdir is created in a
directory where all users in groupA have full permissions.
As a result, an attacker in groupA can inject code into the
victim’s .zshre file, leading to arbitrary code execution with
the victim’s privileges and causing an information leak.
New Vulnerabilities with Cross-Repository Code Clone.
The above vulnerability is presented in VSCode, and we
notice that AzureDataStudio reuses the same code snippet.
Specifically, as a fork of VSCode, AzureDataStudio provides
the same shell support by porting the code of VSCode. Thus,
by searching for the combination of violation and Abuse, i.e.,
zdotdir = path.join(os.tmpdir(), ...) and envMixin[’ ZDOTDIR
"] = zdotdir;, the exact variant is found in AzureDataStudio,
consistituting the Cross-Repo Code Clone variant.
New Vulnerabilities with Same Callee. The core violation
of CVE-2025-20570 is that of sensitive data being stored
inside temporary directory, which should be instantiated by os
.tmpdir (). Grepping for os.tmpdir () yeild another discovery in
VSCode, where the azure component tries to store the private
key cert.pfx inside a temporary directory. Despite the effort
of trying to delete the key after use, there exists a tiny time
window where the attacker (another user in the system) can
get the key value, thus the abuse still exists. In our testing, an
adversary running a script in the background has an over 80%
chance to conduct a successful attack.

8 Related Work

Graph-Based Static Analysis have been proposed for bug
hunting in browsers [37,82,83]. These analyzers extract meta-
data during compilation, enabling targeted searches through
manually written queries. Chucky [83] applied taint analy-

sis to track user input and identify variables derived from
the user input used without validation. Joern [82] introduced
the code property graph, combining program properties, e.g.,
ASTs and CFGs, for complex bug discovery. CodeQL [37]
allows developers to embed expert knowledge within queries,
facilitating the scanning of large codebases.

Fuzzing is an automated dynamic testing approach that ex-
plores programs by submitting thousands of malformed inputs
per second [32,51, 86]. It has proven effective in security-
critical software systems [1, 6,35,40,50,54, 68, 84, 89,90,93].
As a security-critical application, browsers have also become
a key target for fuzzing research, leading to the development
of specialized fuzzers for different components, such as the
DOM renderer [29,75,81,91,92], JS engines [42,77,78] and
GPU libraries [3, 63]. Despite their efforts, dynamic browser
testing remain challenging because of the code complexity.
Currently, only 29% of Chromium’s codebase is covered by
fuzzers and unit tests [25]. As a pattern-based static analyzer,
GRAPE overapproximates to reduce FNs, and utilizing Abuse
filtering to improve its precision.

Similarity-Based Bug Detection is a software engineering
technique for identifying code-clone-related bugs [46, 47].
These approaches take a known vulnerability as input, gener-
ate a corresponding signature, and then match this signature
against a program’s signature library to identify potential
buggy code segments. Although similarity-based detection
and variant analysis share the same types of inputs and out-
puts, similarity-based techniques primarily focus on code-
level similarity rather than the underlying root causes of vul-
nerabilities. As a result, these techniques can misclassify
patched code as still vulnerable when the applied fix does
not substantially alter the surrounding semantics. In contrast,
GRAPE explicitly models the conditions that filters out super-
ficially similar patterns that do not satisfy those conditions.

9 Conclusion

Web browsers expose a large attack surface to adversaries
and therefore require protection. Complementary to formal
verification, symbolic execution, and fuzzing, we propose
GRAPE which systematizes and formalizes bug variant anal-
ysis, overcoming the challenges of code size, cross-context
interactions, and cross-domain dependencies. GRAPE’s vari-
ant analysis workflow narrows down code size, abstracts bug
representation to resolve cross-context interactions, and fi-
nally simplifies cross-domain dependencies analysis using
prior knowledges. We embed six patterns into our GRAPE pro-
totype based on prior bug reports, and the prototype finishes
the whole Chromium analysis within 12 minutes, discovering
24 new bugs, resulting in a total 17,500 USD bug bounty
from Chrome VRP. Our discovered vulnerabilities impact
web browsers like Chrome, and complex software system like
OpenSSL, and VSCode.
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// fix of CVE-2023-2932
void CFFL_ListBox::SaveData () {
m_pWidget ->SetOptionSelection (i) ;
+ if (!observed_box) return; } //
}
// new bug with similar caller
void CFFL_ComboBox::SaveData () {

fix

else {
m_pWidget ->GetSelectedIndex (0) ;
m_pWidget ->SetOptionSelection (nCurSel);
}
// lacking validation
m_pWidget ->ResetFieldAppearance ();
}

Figure 16: Incomplete fix of CVE-2023-2932. GRAPE finds a
Medium-Severity UAF and awarded 1K USD.
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A Appendix

A.1 Cross-Language Invalidation Variants

Following the pattern description in Section 6, we discover
two new vulnerabilities in Chromium, involving the Similar
Caller variant and the Same Callee Chain variant.

New Vulnerability with Similar Caller. CVE-2023-2932 is a
cross-language invalidation found in class CFFL_ListBox. By
leveraging the detection model, we notice that similar bug ex-
ists in its sibling class CFFL_ComboBox. Figure 16 illustrates
our finding. The SetOptionSelection method can triggers an at-
tacker controlled JS sequence, allowing the attacker to destroy

3+ if

// fix for crbug.com/40088733

m_pWidget ->ResetFieldAppearance (true);
(observed_widget) { return; }

// new bug with same callee chain
m_pInteractiveForm->ResetFieldAppearance (...);
m_pInteractiveForm->UpdateField () ;

Figure 17: Incomplete fix of 5/40088733. GRAPE finds a
Medium-Severity UAF and awarded 1K USD.

the m_pWidget object and subsequently exploit an UAF vul-
nerability. This discovery was initially introduced in March
2017, lasted for more than five years.

New Vulnerability with Same Callee Chain. Figure 17
shows a new vulnerability found by GRAPE. In the pre-
vious bug report, security researchers observed that Re-
setFieldAppearance() of CPDFSDK_Widget could poten-
tially trigger a JS callback, allowing adversaries to free
the widget. The developer therefore patched all code loca-
tions that called this function. However, manual analysis
determines that class CPDFSDK_Widget ultimately calls
CPDFSDK _InteractiveForm, implying the ResetFieldAppear-
ance() method is also considered a violation function. GRAPE
detects a violation where CPDFSDK_InteractiveForm is in-
voked and subsequently used without validation. This vulner-
ability was initially introduced in September 2021 [11] and
remained hidden for the past three years.

A.2 Multiplication Overflow Variants

Using the pattern 4 in Section 6, GRAPE identifies ten new
vulnerabilities derived across two reports. All reported issues
have been confirmed as security vulnerabilities and subse-
quently patched, preventing the vulnerability being exploited.

1 // serve as an inspiration

> I420Buffer::I1420Buffer (width, height, stride_...)

y ¢ data_ (AlignedMalloc (

4 I420DataSize (height, stride_y, stride_u,
stride_v)))

s // new finding with similar caller

s 1210Buffer::I210Buffer (width, height, stride_...)

: data_(AlignedMalloc (

I210DataSize (height, stride_y, stride_u,

stride_v)))

Figure 18: High-Severity Integer Overflow in Chromium We-
bRTC. Detected by GRAPE.

New Vulnerability with Similar Caller. Figure 18 illus-
trates an integer overflow vulnerability that persists across
similar caller implementations. In the I420Buffer class, the ini-
tialization process directly uses input arguments to compute
1420DataSize, which can lead to an integer overflow when
determining the allocation size. As a result, an insufficient
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- pattern-either:
- pattern: |
SFREE_FUNC (...);
if (!'$SWEAK_VAR)
return ...;
- pattern: |
SFREE_FUNC (...);
if (SWEAK_VAR) {
SOTHER_FUNC (...);

}

- metavariable-regex:
metavariable: SWEAK_VAR
regex: (" (weak_[a-z]+)$]...$%)

Figure 19: Abbreviated violation query for bug variant 2,
returning the list of all violation functions.

- pattern: SFREE_FUNC (...);

- metavariable-regex:
metavariable: SFREE_FUNC
# we put violation function name there
regex: (~...$)

Figure 20: Abbreviated abuse query for bug variant 2, part of
the abuse query to find all callsites of violation functions.

buffer is allocated, ultimately causing a heap-buffer overflow.
GRAPE further observes that the sibling class 1210Buffer in-
herits the same calculation method, directly operating input
arguments without proper validation. Expanding this analysis,
GRAPE identifies seven additional vulnerabilities exhibiting
the same flaw. These findings were reported to Chromium and
have been fixed. This decade-old code highlights GRAPE’s
ability to uncover long-overlooked vulnerabilities.

A.3 GRAPE Query Example

GRAPE requires violation and abuse queries that are leveraged
together to search for bug candidates. While most variant
patterns necessitates one-time manual efforts for violation
identification, we observe that in some patterns the violation
detection can be automated. The example here demonstrates
how GRAPE integrates with SemGrep queries, focusing on
bug variant 2 (UI destruction). The full list of queries and
code is available in our prototype.

Figure 19 illustrates the process of extracting violation
functions, where GRAPE identifies calls to FREE_FUNC()
that are followed by a WeakPtr verification. All identified vio-
lation functions are exported and incorporated into the abuse
pattern. Based on the generated list of violation functions,
GRAPE locates all callsites of these functions as potential
vulnerabilities (Figure 20). Subsequently, GRAPE identifies
instances of safe violation handling, where calls are properly
validated and do not result in abuse, as shown in Figure 21.

- pattern-either:

- pattern: |
SFREE_FUNC (...);
if (!'SWEAK_VAR)

return ...;

- pattern: |
SFREE_FUNC (...);

if (SWEAK_VAR) {

}
#
- metavariable-regex:
metavariable: SFREE_FUNC
// we put violation function name there
regex: (*...8$)

Figure 21: Abbreviated abuse query for bug variant 2, part of
the abuse query to filter safe uses.

// CVE-2024-0727

> 1f (ctype_nid == NID_pkcs7_signed) {

3+ if

(p7->d.sign == NULL)
mdalgs = p7->d.sign->md_algs;

return 0;

5}

6

7 // unvalidated violation

8

9

10

11

13

case PKCS7_OP_SET_DETACHED_SIGNATURE:
if (nid == NID_pkcs7_signed) {
// p7->d.sign can be nullptr
ret = p7->detached = (int)larg;
PKCS7_type_is_data (p7->d.sign->contents);
}

Figure 22: Incomplete fix of CVE-2024-0727. GRAPE finds
an unvalidated violation, which was confirmed and fixed.

Finally, GRAPE removes the safe violation call sites iden-
tified in Figure 21 from the complete list of violation call
sites (Figure 20), ultimately alerting the developer to only the
remaining potential vulnerabilities.

A.4 Bug Discovery in OpenSSL

We evaluate the scalability of GRAPE on OpenSSL [62], one
of the most security-critical cryptographic libraries [31]. Fig-
ure 22 highlights a bug discovered through this effort.

CVE-2024-0727 is a null pointer dereference vulnerability
that allows a remote attacker to trigger a denial-of-service
(DoS) condition on a server running an OpenSSL-based ser-
vice. The vulnerability stems from the incorrect assumption
that the structure p7->d. sign is always valid, i.e., not a null
pointer. When this assumption is violated, any access to mem-
bers of p7->d.sign, such as p7->d.sign->md_lags, results
in a null pointer dereference, leading to a potential crash and
service disruption.

GRAPE identifies an unvalidated violation by analyzing
variations along the same callee chain, treating p7->d.sign



// may destroy |this]|

browser->Activate-ontents (...);

// access non-member function is safe

base::RecordAction (
base::UserMetricsAction(...));

Figure 23: FP1: Object is not used after the UI destruction.

ReleaseProcess (); // free |this|
std::move (callback) .Run(status); // on stack
if (weak_this) { ... } // protection

Figure 24: FP2: Object has been protected by WeakPtr.

as a key variable. It flags any usage of this structure that
lacks proper null checks as potential abuse points. Following
manual validation, we reported our findings to the OpenSSL
maintainers, who acknowledged and patched the bug.

A.5 Full False Positives List

We conduct an in-depth analysis of FPs and categorize them
into four primary types, as illustrated in Table 6. Specifically,
among the 23 FPs, ten involve violation function calls that
are already protected, eight have no abuse following the vio-
lation, four stem from incorrect identification of the violation
function, and the remaining one is due to the object being
protected by the C++ smart pointer. The comprehensive list
of these FPs is available in Appendix Table 6.

No Abuse After Violation. For Unexpected Ul Destruc-
tion, developers can safely access non-member functions even
after this has been destroyed. As shown in Figure 23, while
ActivateContents () may destroy the current class, the subse-
quent function call remains safe because base: :Recordaction ()
does not interact with any destroyed class members or meth-
ods. Given Chromium’s complexity, we opted not to craft
rules that exclude such corner cases. However, this type of FP
can be easily spotted by the user.

Protected Violation. Another frequent FP occurs when the
code is already safeguarded by a weak pointer, yet GRAPE
fails to detect this protection. In Figure 24, ReleaseProcess
() may free this, but GRAPE incorrectly flags std: :move () .
Run() as violating a safety assumption. However, since the
callback function pointer is passed as a function argument (i.e.,
a stack variable), the weak_this variable adequately ensures
the object’s temporal memory safety.

Not a Violation. The primary assumption for detecting Un-
expected UI Destruction is that functions with the same name
refer to the same function. While this assumption generally
holds, cases arise where multiple functions from different
classes share the same name, leading to FPs. As shown in
Figure 25, GRAPE identifies a violation in HandleKeyEvent () at
[1] and reports abuse at [2]. However, the identified violation

// [1] real violation function

delegate_->HandleKeyEvent (&key);

// calling HWNDMessageHandler::HandleKeyEvent

if (!'ref) {return 0;}

// [2] reported: not a violation function

SuggestionStatus status = \
current_suggester_->HandleKeyEvent (event) ;

// calling EmojiSuggester, not violation func

Figure 25: FP3: A function with the same name may not be a
violation function.

// [1] unique ptr

auto owned_popup = base::WrapUnique (popup) ;
// [2] cannot destroy ‘this’

owned_popup ->DeleteDelegate () ;

Figure 26: FP4: Smart pointer prevents object destruction.

pertains to HWNDMessageHandler: : HandleKeyEvent (), Whereas the
PF at [2] involves a call to EmojiSuggester: :HandleKeyEvent ().

C++ Smart Pointer: C++ smart pointers are widely used
in Chromium to manage object lifecycles [28]. Certain smart
pointers, such as unique pointers, ensure that an object stays
alive before it goes out of scope. As a result, the UI destruc-
tion model does not apply to these cases. For instance, in
Figure 26, owned_popup is managed by a unique pointer, pre-
venting its destruction until it goes out of scope; thus, [2] does
not constitute a violation.

Overall, the observed FPs were easily identifiable with
minimal manual effort. Therefore, we chose not to overfit our
rules to improve the generality of GRAPE.



Table 6: List of all False Positives and their root causes. Locations are based on Chromium 130.0.6710.0.

ID ‘ Violation Function

Code Location

| FP Type

00NN R W=
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ActivateContents
ActivateContents
ActivateContents
ClientAreaSizeChanged
ClientAreaSizeChanged
DeleteDelegate
DeleteDelegate
DetachFromFramebuffer
DetachFromFramebuffer
DetachFromFramebuffer
DetachFromFramebuffer
GeneratedPasswordAccepted
HandleKeyEvent
HandleMouseEvent
HandleMessage
OnDeviceScaleFactorChanged
ReleaseProcess
StopAnimating
StopAnimatingProperty
SyncWatchExclusive
GetValue

OnFormat

quadCount

chrome/browser/ui/tabs/saved_tab_groups/saved_tab_group_utils.cc:607
chrome/browser/media/webrtc/media_stream_focus_delegate.cc:156
chrome/browser/ui/views/extensions/extension_install_dialog_view.cc:215
ui/views/win‘hwnd_message_handler.cc:1746
ui/views/win/hwnd_message_handler.cc:3040
ui/views/widget/widget.cc:2399
ui/message_center/views/message_popup_collection.cc:347
gpu/command_buffer/service/framebuffer_manager.cc:256
gpu/command_bufter/service/framebufter_manager.cc:416
gpu/command_buffer/service/framebuffer_manager.cc:1045
gpu/command_buffer/service/framebuffer_manager.cc:350
chrome/browser/ui/passwords/password_generation_popup_controller_impl.cc:271
chrome/browser/ash/input_method/assistive_suggester.cc:404
ui/views/win/hwnd_message_handler.cc:3276
chromecast/cast_core/runtime/browser/runtime_application_service_impl.cc:312
ui/compositor/layer.cc:1480
content/browser/service_worker/embedded_worker_instance.cc:1046
ash/keyboard/ui/keyboard_ui_controller.cc:349

ui/compositor/layer.cc:431
mojo/public/cpp/bindings/lib/interface_endpoint_client.cc:696
third_party/pdfium/fpdfsdk/formfiller/cffl_textfield.cpp:90
third_party/pdfium/fxjs/cjs_field.cpp:71
third_party/skia/src/gpu/ganesh/ops/FillRectOp.cpp:421

No Abuse After Violation
No Abuse After Violation
No Abuse After Violation
No Abuse After Violation
Protected Violation
Protected Violation

C++ Smart Pointer

No Abuse After Violation
No Abuse After Violation
No Abuse After Violation
No Abuse After Violation
Protected Violation

Not a Violation

Protected Violation

Not a Violation

Protected Violation
Protected Violation

Not a Violation

Protected Violation
Protected Violation

Not a Violation

Protected Violation
Protected Violation
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