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Abstract

Offline finding networks such as Apple’s Find My, Google’s

Find My Device, or Samsung’s SmartThings Find are fre-

quently abused to stalk unsuspecting victims. These networks

allow users to attach small, cheap tags to items to locate

them if they are lost. The tags announce their presence via

Bluetooth Low Energy (BLE) beacons, and nearby Internet-

connected devices such as smartphones report their location

to the finding network. However, the low price and easy-to-

hide footprint of offline finding tags makes them appealing

to malicious actors, who place tags on their unwitting vic-

tims. Nearby devices or even the victim’s own device then

unknowingly report the victim’s location to the stalker.

We analyze the anti-stalking measures put in place by of-

fline finding networks with a focus on Apple’s Find My and

Google’s Find My Device. We show how malicious actors

can bypass those measures and propose PRIVACYSHIELD, a

novel relay network protecting stalking victims. Our network

takes advantage of the fact that offline finding BLE beacons

are unauthenticated and can be relayed to arbitrary locations.

Relayed beacons cause third-party devices to report incor-

rect locations to the finding network, obfuscating the victim’s

location. We demonstrate PRIVACYSHIELD’s effectiveness

in masking a tag’s location, and show the robustness of the

system against attempts to thwart its usage. Then, we sug-

gest practical recommendations for offline finding network

providers to improve stalking protection.

1 Introduction

Since Apple’s reveal of the Find My network in 2019 with the

introduction of AirTags, offline finding networks have surged

in popularity. Google’s push for their own Find My Device

network in early 2024 [29], and the shared efforts with Ap-

ple for standardization of the underlying protocols [31, 50]

are further fueling the deployment of these networks. Across

providers such as Apple, Google, Samsung, and Tile, these

networks share the same design principles. Customers attach

so-called tags to their personal belongings, and these tags

regularly broadcast an identifier (i.e., a beacon) via Bluetooth

Low Energy (BLE). The beacons are received by nearby de-

vices such as smartphones, which upload them to a server

together with their (encrypted) location. To locate a lost ob-

ject via a tag, a user requests the tag’s location using the

offline finding app on their smartphone, which retrieves rele-

vant location reports from the server. Tags do neither require

an active Internet connection nor precise location capabilities.

Instead, they piggy-back on location capabilities of nearby

devices. Consequently, offline finding tags are available at a

low price point, are small in size and require little power.

These properties make such tags a popular choice for stalk-

ing [12, 24, 25, 34]. Attackers hide the small, hard-to-detect

tags among their victims’ belongings, such as in a purse, or

the victim’s vehicle. Then, they track their victim through

the network’s location reports. The fundamental design of

these offline finding networks enables this malicious abuse,

creating a tension between the utility of the system and the

privacy of its users. To address this threat, companies, such

as Apple, implement anti-tracking measures. For example, a

smartphone displays alerts when an unknown tag is following

its user over an extended period of time [4, 5].

We first analyze and systematize the anti-tracking measures

currently deployed as part of the arms race between tag manu-

facturers and attackers. We argue that these countermeasures

are insufficient because they attempt to patch existing sys-

tems instead of addressing deficiencies in the core design. We

demonstrate how an attacker can circumvent these measures

with low effort using (modified) commercial or custom tags.

For example, disabling the AirTag builtin speaker makes the

tag harder to locate for victims [34], while a custom tag al-

lows circumventing tracking detection algorithms, e.g., by

controlling the beacon rotation [27].

Based on this analysis, we conclude that offline finding

providers so far have failed to sufficiently protect victims

from stalking through their networks. As a tool for users to

protect themselves, we propose PRIVACYSHIELD, a novel

relay network that enables victims to hide their location from



an attacker. PRIVACYSHIELD leverages the fact that the tag’s

BLE beacons are by design unauthenticated and relays them to

arbitrary physical locations to obfuscate the victim’s location

from the attacker’s perspective.

Our relay design is generic, as it applies to any offline

finding network. It is robust against disruption, as its use

cannot be prevented by the attacker and even by network

and offline finding providers. Furthermore, it is selective and

functionality-preserving, as only tags in BLE range of a relay

client have their location reporting capabilities degraded. The

attacker’s tags cannot be reliably located, as they stay in close

proximity to the victim. Unrelated third-party tags can be

reliably located again as soon as they leave the BLE range

of the protected victim, as their broadcast identifier is then

not relayed anymore. Legitimate tracking of lost items is thus

only temporarily degraded.

Our prototype implementation of PRIVACYSHIELD is

based on ESP32 microcontrollers to relay beacons. The

BLE advertisements are submitted to the relay network via

a smartphone application. Consequently, deploying PRIVA-

CYSHIELD is cheap and requires no specialized hard- or

firmware from the end user, installing our smartphone appli-

cation suffices. Our prototype targets Apple’s AirTags due to

their ubiquity. We evaluate PRIVACYSHIELD’s effectiveness

empirically, showing that it can effectively mask the location

of stalked victims. We demonstrate this through experiments

across varying locations and numbers of devices. This setup

models a real-world deployment of PRIVACYSHIELD.

PRIVACYSHIELD is user-centric, empowering victims to

defend themselves without collaborating with large compa-

nies, some of which routinely collect and use user data for

tracking and advertisement purposes, including their loca-

tion [22]. Yet, network operators should improve the situation,

and we use our observations to propose additional measures

that network operators could implement to increase the pri-

vacy of their networks’ participants.

Our contributions are:

1. An in-depth analysis of the role of BLE beacons in of-

fline finding networks, a systematization of current track-

ing prevention mechanisms and their shortcomings,

2. PRIVACYSHIELD, a novel and effective anti-stalking

mechanism built on a defensive relay network. PRIVA-

CYSHIELD is complementary to existing anti-stalking

techniques and does not require the collaboration of the

offline finding network providers,

3. An empirical demonstration of PRIVACYSHIELD’s ef-

fectiveness. Our open-source prototype is available at

https://doi.org/10.5281/zenodo.17964520 and

https://github.com/HexHive/privacyshield.
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Figure 1: Apple’s Find My offline finding network workflow.

2 Offline Finding Networks

Offline finding networks rely on low-cost, battery-operated,

small, and portable devices, referred to as tags. A tag emits

Bluetooth Low Energy (BLE) beacons and is not connected to

the Internet. Third-party devices, such as smartphones, detect

the tags via their BLE beacons and report their location to an

Internet-connected backend server.

First introduced by Tile in 2013 [46], this technology was

adopted by industry giants such as Apple, Google, and Sam-

sung [7, 21, 40]. While implementation details between Tile,

Apple’s Find My, Google’s Find My Device and Samsung’s

SmartThings Find differ, these systems share the same un-

derlying principles. Figure 1 provides an overview of the

functionality on the example of Apple’s Find My.

1 A tag broadcasts BLE beacons (i.e., BLE advertise-

ments) containing an identifier. These identifiers are regularly

rotated to prevent long-term tracking of a user by monitoring

the shared radio medium for the user’s beacon. 2 Whenever

the beacon is picked up by a device with localization capabil-

ities participating in the finding network, the device (finder)

sends its location together with a tag identifier to the find-

ing network servers. 3 The tag owner can retrieve location

reports for her tags and 4 determine its location.

To fulfill small physical size and longevity requirements,

offline finding networks leverage connection-less BLE adver-

tisements (beacons) to locate a tag. The Bluetooth Core Speci-

fication [10] also specifies a connection-oriented client-server

architecture for BLE. However, BLE connections are not ade-

quate for offline finding networks as they consume additional

energy, provide extra latency, and have limited concurrency

in comparison to broadcast advertisements. For example, the

latest Android version sets an upper bound of 16 concurrent

BLE links [3]. Hence, connection-based communication is

only used in specific scenarios, such as tag provisioning.

The location reports submitted to a network’s servers are

typically end-to-end-encrypted, i.e., encrypted by the finder

and only decryptable by the tag’s owner. In particular, Apple’s

and Google’s protocols leverage end-to-end encryption as

they only upload encrypted location reports to their respective

servers [6,21]. In contrast, Samsung’s location reports are not

end-to-end-encrypted but transmitted in the clear [13]. As a

https://doi.org/10.5281/zenodo.17964520
https://github.com/HexHive/privacyshield


result, the Samsung backend can see a tag’s location.

Offline finding can be implemented at the operating sys-

tem level or via a mobile app. For Apple’s Find My and

Google’s Find My Device networks, the location reporting

is managed by dedicated iOS and Android services and dae-

mons [6,21,23]. Similarly, Samsung integrates this functional-

ity directly into their Android distribution, hence not requiring

a dedicated application for a device to participate in the Smart-

Things Find network [40, 49]. Instead, Tile uses a dedicated

mobile application to detect beacons and communicate with

its backend [37, 43].

An offline finding network enables locating not only tags

but also smartphones, laptops, wearables, and other compati-

ble devices. For example, Apple’s iPhones emit offline finding

advertisements when the battery level is too low to keep the

main application processor running but when capacity is still

high enough to power the lightweight Bluetooth chip.

The low price point and high accuracy of offline finding

tags such as Apple’s AirTags quickly led to an abuse of the

technology in the form of stalking [12, 24, 25, 34]. This prob-

lem forced the industry to respond, which first caused Apple

to introduce anti-stalking features in their Find My system

and then prompted an industry-wide response in the form of

a standardization proposal for anti-tracking measures brought

forward jointly by Apple and Google [4, 5, 31].

3 Privacy Risks in Finding Networks

In this section, we define our threat model, detail how exist-

ing anti-stalking measures are retrofitted to offline finding

networks, and describe how attackers can bypass them.

3.1 Threat Model

Attacker. An attacker is a malicious actor in an offline

finding network who tries to track other people via offline

finding tags. The attacker can arbitrarily place tags on other

people, e.g., by dropping them into another person’s open

pocket or mounting them in a hidden place on the target’s car.

The attacker can also modify the tag’s hardware and firmware

to reduce the risk of detection. Such modifications include,

among others, disabling a tag’s builtin speaker so that the

tag cannot be located via acoustic clues [34], changing the

firmware of the tag, or building a custom attacker tag. The

latter can be achieved for example through the OpenHaystack

project [27], which implements tracking capabilities on top

of Apple’s Find My network by creating “fake” AirTags.

Victim. A victim is getting tracked by an attacker via of-

fline finding tags. The victim can leverage the tracking detec-

tion mechanisms built into mobile operating systems such as

iOS and Android [50] or dedicated applications such as Air-

Guard [26] to detect tracking attempts. However, the victim

Figure 2: An iPhone tracking alert shown after an AirTag was

carried with the iPhone over a distance of approximately 3

kilometers and a duration of approximately 40 minutes.

does not have physical access to the tracking device as the

attacker may have disabled hardware features such as speak-

ers required for locating the tag. The tag placed on the victim

emits BLE beacons to advertise its presence. These advertise-

ments are then picked up by either the victim’s phone or by

third-party devices and the tag location is sent to the finding

network backend. Consequently, the attacker can determine

the victim’s reported location via the offline finding network.

The attack succeeds if the attacker can successfully determine

the actual physical location of the victim.

3.2 Limitations of Anti-Stalking Measures

In the years following Apple’s introduction of Find My in

2019 and with the corresponding increase in the popularity

of offline finding networks, both prior research [1, 26, 28, 35,

36, 44, 45] as well as real-world stalking incidents [4, 12, 24,

25, 34, 48] have highlighted the privacy concerns around the

technology.

Under the threat model described in Section 3.1, unsolicited

tracking of a victim is a real risk. For this reason, offline

finding network operators either implement or propose stan-

dards for notifying users when an unknown tag is following

them [4, 5, 31]. Notifications are displayed on a victim device

if a tag is detected nearby for a prolonged time and across

multiple physical locations (cf. Figure 2). Moreover, tags are

equipped with speakers that play a ringing noise in regular

intervals when away from their owner, which can also be

manually triggered to allow locating and disabling the tag (by,

e.g., removing the battery).

Next, we detail how these anti-stalking measures integrate

into the offline finding workflow. We describe the intended

workflow’s four phases in Sections 3.2.1 to 3.2.4: provi-

sioning, losing, encountering, and locating a tag. Based on

our analysis of the system, we define four prerequisites PR1

to PR4 for triggering tracking alerts. Violating any one of

them leads to tracking alerts being suppressed in both current

and proposed future unwanted tracking detection implementa-

tions. Attacks A1 to A4 describe ways an attacker can abuse

this insight. This observation motivates our development of

PRIVACYSHIELD as described in Section 4 to fill this gap.



3.2.1 Provisioning a Tag

At first, the device to be tracked via an offline finding network

needs to be provisioned to participate in the network. Both

tags and other devices, such as smartphones, can be tracked

via offline finding networks. During provisioning, a BLE

connection is established between a tag and the owner device

to install key material on the tag. When provisioning a non-

tag device, the key material is generated on the corresponding

device. The key material serves as the seed for a key derivation

function (KDF) generating rotating ephemeral asymmetric

keys. The ephemeral public key is used as the tag identifier

later on and is included in the BLE beacon.

Apple and Google leverage Elliptic Curve Cryptography

(ECC) to generate the asymmetric keys, as it provides shorter

keys and better performance than RSA. Short keys are cru-

cial for an offline finding network based on BLE beacons,

since the payload size of standard BLE advertisements is lim-

ited to only 37 bytes, including link-layer address and other

mandatory fields that cannot readily be used for payload data.

Despite using ECC to encrypt location reports on the phone,

the BLE beacons emitted by the tags are not cryptographically

authenticated.

Differentiating tags and non-tag devices is crucial from

a privacy perspective, as previous work has shown that of-

fline finding beacons emitted by iPhones do not trigger track-

ing alerts in Apple’s Find My network [36]. While Apple

could show tracking alerts for non-AirTag devices as well,

such a feature has not (yet) been implemented. This design

decision was likely taken based on the assumption that the

comparatively high cost and form factor of an iPhone make it

unsuitable for tracking attempts.

PR1: Dedicated tag

The tracking device needs to be a tag, like an Apple

AirTag.

The BLE beacons emitted by AirTags as well as iPhones

follow the same structure and differ in a single bit in the broad-

cast advertisement. This single-bit difference in the beacon

format causes tracking alerts to be suppressed.

A1: Tracking via non-tag devices

An attacker using a custom tag can impersonate an

iPhone instead of an AirTag by changing the BLE

beacon payload.

We successfully tested attack A1 using an attacker iPhone

and a custom BLE tag implemented using an ESP32 develop-

ment board [19]. For the attack, we recorded an AirTag’s ad-

vertisements, changed the device type flag in the BLE beacon

to represent a non-tag device, and re-emitted the advertise-

ments. The attacker can still locate the custom tag via Apple’s

Find My app, since the location reports sent to Apple’s servers

do not take the device type into account.

3.2.2 Losing a Tag

To announce their presence, a tag emits BLE beacons with

an ephemeral public key. The public key and the tag’s BLE

address rotate regularly. Without rotation, a tag could be iden-

tified via its advertised payload, allowing an attacker to track

a victim by eavesdropping on the tag’s advertisements. Due to

key rotation, however, a tag appears to an observer as two dis-

tinct devices when sampling the BLE advertisements before

and after key rotation.

Offline finding tags adjust the identifier rotation frequency

based on whether a tag is with its owner (“near-owner mode”)

or not (“separated mode”). While in near-owner mode, a tag

may either not emit beacons or use a rotation frequency of

around 15 minutes to prevent reliable tracking of the tag’s

owner through the broadcast identifier. When separated from

its owner, a tag changes its identifier every 24 hours to permit

detection for anti-tracking alerts. According to Apple’s and

Google’s joint standard proposal, a tag transitions from near-

owner to separated mode at least 30 minutes after the last

connection to the owner’s device [31].

PR2: Separated mode

A tag needs to be in separated mode, away from its

owner.

The unwanted tracking standard proposal by Apple and

Google does not dictate any further details of the offline

finding protocol implementation apart from advertisement

frequency and payload format [31]. Implementers of the stan-

dard define any payload contents. At present, neither Apple’s

nor Google’s offline finding system respects the advertisement

message format defined in their shared proposed standard for

unwanted tracking protection. However, the two manufactur-

ers are expected to adapt their advertisement payloads in the

near future [6,21,31]. We describe the current implementation

details for Apple’s Find My and Google’s Find My Device

networks in Table 1.

3.2.3 Encountering a Tag

If a tag in separated mode is detected over an extended period

of time by a device, the device displays a tracking alert to its

owner (cf. Figure 2) [6, 21].

PR3: Continuous detection

A tag must be detected for an extended time frame,

i.e., 30 minutes [36] to multiple hours [45].



Table 1: Implementation details for the offline finding workflow described in Sections 3.2.1 to 3.2.4 [6, 21, 30, 31].

Feature Apple Google

BLE advertisement types legacy advertisements only legacy and extended advertisements

Provisioned key material NIST P-224 curve key pair, 32 byte symmetric key 32 byte Ephemeral Identity Key (EIK)

Elliptic curves for broadcast key material NIST P-224 SECP160R1 (legacy advertisement), SECP256R1 (extended advertisement)

Broadcast key material NIST P-224 public key x coordinate of SECP160R1 or SECP256R1 public key, respectively

Broadcast key derivation function (KDF) Based on ANSI X.963 KDF (cf. Section A.1) Based on encryption of a counter under AES-ECB-256 (cf. Section A.2)

KDF for symmetric key material ANSI X.963 with SHA-256 HKDF-SHA256

Authenticated encryption algorithm AES-128-GCM AES-256-EAX

Key rotation frequency (near-owner mode) every 15min every 1024s + small random backoff (approx. 17min)

BLE address rotation frequency (near-owner mode) every 15min (derived from key) every 1024s + small random backoff (approx. 17min)

Key rotation frequency (separated mode) every 24h every 1024s + small random backoff (approx. 17min)

BLE address rotation frequency (separated mode) every 24h (derived from key) every 24h

Uploaded location report identifier SHA-256 hash of public key Upper 80 or 128 bits of public key (SECP160R1/SECP256R1, respectively)

Location report aggregation Yes, to “generate a more precise location” [6] Yes, to prevent a single device leaking its location

Apple’s AirTags start emitting BLE beacons with their

corresponding public key material as soon as they lose con-

nection to the owner’s device. An attacker then has a time

window of approximately 30 minutes to track a victim with-

out them receiving a tracking notification (prerequisite PR3).

Even this limited time frame is often enough for an attacker.

For example, slipping an AirTag into a victim’s pocket at a

shared workplace could already provide an attacker with in-

formation about the victim’s commute route and consequently

the victim’s home address.

A2: Tracking via early separated tags

An attacker can (ab)use the time window during

which the victim is not alerted of the tracking attempt.

Furthermore, the tag needs to physically follow the victim,

i.e., no alert is displayed if the tag and victim remain stationary.

Such a situation could occur, e.g., in an office building where

a coworker’s tag might be located close to the victim over

the course of the workday in a benign manner. While the

Apple/Google unwanted tracking standard proposal does not

detail this requirement, the document defines tracking alerts

as “notifying the user of the presence of an unrecognized

accessory that may be traveling with them over time” [31].

PR4: Non-stationary detection

A tag must move with the victim.

After having verified that non-tag device advertisements

evade tracking detection, we verify how long and over what

distance a separated tag needs to follow a victim to trigger

a tracking alert. During our tests, carrying an AirTag over a

distance of approximately three kilometers and over a duration

of 30 minutes was required to trigger a tracking alert. The

location reports for a stationary tag had outliers that differed

up to 500 meters from the actual tag location. These results

suggest that Apple chose a larger distance to consider a tag

non-stationary to compensate for such outliers in the reported

locations.

With these prerequisites and results in mind, we describe

yet another tracking attack. The attacker can program a cus-

tom tag, using tools such as OpenHaystack [27], to rotate

its identifier more frequently than expected to avoid being

detected. The custom tag is still required to adhere to the

advertisement payload format imposed by Apple to have loca-

tion reports sent to Apple’s servers. However, the custom tag

would be interpreted as multiple distinct AirTags due to the

short key rotation interval, thus violating prerequisites PR3

and PR4.

A3: Tracking via frequent identifier rotation

A custom tag frequently rotating the tag identifier

evades detection as a singular following tag.

From a technical perspective, a device first receives a tag’s

advertisement with public key material p ( 1 in Figure 3), Ap-

ple’s and Google’s offline finding implementations then gen-

erate an ephemeral key on the corresponding elliptic curves

( 2 in Figure 3). They leverage the ephemeral key to derive

a shared secret between the owner of the tag and the finder

via Elliptic Curve Diffie-Hellman (ECDH) ( 3 in Figure 3).

The finder device derives a symmetric key from the com-

puted ECDH secret and uses this key with an authenticated en-

cryption mechanism to encrypt its current location. Note that

only the resulting location report is authenticated, the BLE

beacon payload itself is not. The encrypted location report

together with its authentication tag, the finder’s ephemeral

public key from step 2 and an identifier for the broadcast

public key from step 1 is finally uploaded to the offline

finding network servers ( 4 in Figure 3).

3.2.4 Locating a Tag

Locating a tag can be seen from two perspectives: the (far

away) tag owner’s or a tracking victim’s perspective after



1 advertise public key p

2 generate key pair s′, p′

3 secret = ECDH(s′, p)

4 upload p′,

ENC(secret, location)

5 download report m

6 retrieve key pair s, p

7 secret = ECDH(s, p′)

8 location = DEC(secret,m)

Figure 3: Overview over the cryptographic operations in-

volved in location reporting. s and s′ denote secret keys, p

and p′ the corresponding public keys of an elliptic curve key

pair. The figure uses the example of Apple’s Find My but the

operations in Google’s Find My Device network are analo-

gous as described in Sections 3.2.3 and 3.2.4.

receiving a tracking alert.

If a victim receives a tracking alert on their mobile device

as implemented in iOS and Android [50], disabling the tag and

therefore cutting the attacker’s access to up-to-date location

information requires physical access to the tag. Existing tags

do not support remote disabling and the proposed standards

do not include such a feature for future offline finding tag

implementations [31].

A4: Tracking by hiding the tag

An attacker can bypass anti-tracking measures by

making the tag hard to locate, e.g., by disabling built-

in speakers that are used for locating a tag in off-the-

shelf devices [34].

A tag owner’s device knows the provisioned key material

and can follow the tag’s key rotation (cf. Section 3.2.2). It

can then calculate the same public key identifiers that third-

party devices encountering a tag sent to the finding network’s

servers. The device requests location reports for the most

recent public keys ( 5 in Figure 3) from the server. Based

on the finder’s uploaded ephemeral public key and its own

private key, the owner device derives the same ECDH secret

that was used for encrypting and authenticating the location

report ( 6 and 7 in Figure 3). Finally, after verifying the

location report’s integrity and authenticity via the attached au-

thentication tag, the owner’s device decrypts the tag’s location

( 8 in Figure 3) and shows it on a map [6, 21].

Offline finding networks only take a small number of the

most recent location reports into consideration for determin-

ing the associated tag’s location to be displayed on the map.

Apple’s Find My shows the last reported location of a tag,

whereas Google’s Find My Device implementation requires

multiple location reports for a device which are aggregated

before being shown to the owner [30]. This filtering and ag-

gregation takes place on the owner’s end device, since the

location reports are end-to-end-encrypted.

In light of those limitations to anti-tracking measures cur-

rently implemented by Apple and pushed into an IETF stan-

dard draft by Apple and Google [31], we deem the current

measures insufficient to properly protect victims of stalking

or other unsolicited tracking. We argue that these issues are

inherent to the design of the currently deployed offline finding

networks. In the following, we describe PRIVACYSHIELD,

which reestablishes the privacy of victims of unsolicited track-

ing attempts by relaying BLE beacons to arbitrary locations.

4 PrivacyShield

As shown in Section 3, current anti-stalking measures in of-

fline finding networks, notably Apple’s Find My, are insuf-

ficient to properly protect victims from unsolicited tracking.

Further, previous proposals improving the privacy of users in

offline finding networks through protocol changes and crypto-

graphic measures [35,41] have not seen any adoption in either

current implementations or future standard proposals. Exist-

ing proposals require the offline finding network operator’s

cooperation or significant changes to the underlying protocol.

We propose PRIVACYSHIELD as a new solution for prevent-

ing unsolicited tracking by hiding a user’s location. Unlike

prior work, our solution does not rely on the network opera-

tors’ cooperation or any changes to the protocol. A victim’s

location is masked by relaying a tag’s BLE advertisements to

different locations, where the beacons are re-emitted. From a

network participant’s perspective, this approach creates copies

that are indistinguishable from the original tag. Since the

metadata in BLE beacons by design does not carry location

information, an observer cannot detect the relay mechanism

by inspecting the relayed packets’ structure.

Wireless relay attacks have been applied to keyless entry

systems for cars, payment terminals, or smart locks [17,20,42]

Moreover, they have been leveraged to influence the distance

measurements in BLE proximity detection systems such as

COVID-19 tracing applications [14, 39]. In contrast to previ-

ous offensive work, PRIVACYSHIELD employs relaying as a

defensive measure instead of for attack purposes.

PRIVACYSHIELD’s design is based on our analysis of exist-

ing anti-tracking measures’ shortcomings and consultations

about privacy and ethics implications with our Institutional

Review Board (IRB). Our prototype aims to provide a straight-

forward basis for future collaborations with anti-stalking ad-
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Figure 4: PRIVACYSHIELD’s functionality on the example of Apple’s Find My. An attacker’s AirTag emits its advertisements

1 . Third-party devices pick up the advertisements and send their location reports to Apple’s servers 2 but at the same time

participate in the PRIVACYSHIELD network and transmit the encountered advertisements to a server in our network 3 . A

relay fetches beacons from the server 4 and re-emits them 5 . Again, third-party devices send their location reports for these

advertisements to Apple’s servers 6 . If the relayed location reports drown the original signal, the attacker’s device downloads

the masked location reports from Apple’s servers 7 , and consequently displays the masked location to the attacker 8 .

vocacy groups. In the following, we detail PRIVACYSHIELD’s

requirements, design, and implementation.

4.1 Requirements

Based on the shortcomings of existing anti-tracking measures

as described in Section 3, we identify the five requirements R1

to R5 for PRIVACYSHIELD:

R1: Immediate protection. The system needs to take effect

as soon as an attacker places a tag on a victim. Even short

periods of time during which a victim is tracked (cf. attack A2)

are not acceptable.

R2: Transparent to network operators. The system must

work even if the network operator (e.g., Apple) is not cooper-

ative.

R3: Robust to attacker interference. The system is re-

quired to be robust with regards to an attacker’s attempts to

block its usage.

R4: Resilience against customized hard- and firmware.

The system must be capable of operating reliably even in the

presence of custom malicious tags, including a tag that rotates

keys more frequently than expected to avoid being detected

(cf. attack A3).

R5: Non-detectable by an attacker. The system must not

be detectable by the attacker. Otherwise, the attacker might

be prompted to take more drastic measures in both the digital

and physical world.

4.2 Design

PRIVACYSHIELD’s design is based on a client-server model

depicted in Figure 4. A client can be a sniffer and/or a relay.

A sniffer listens for BLE advertisements originating from

offline finding tags. It then uploads the detected advertise-

ments to a server, which stores the beacon payload (cf. 3

in Figure 4). Because sniffers by design do not adapt their

behavior based on how often or for how long a tag is con-

tinuously detected nearby, they do not differentiate between

legitimate and custom tags. Thus, PRIVACYSHIELD is re-

silient against attacks based on customized tags as demanded

by requirement R4.

Sniffers do not make use of a “grace period” during which

an offline finding advertisement is ignored, contributing to

the goals of requirement R1. Sniffing is passive and does

not require interacting with the attacker’s tag. Therefore, the

attacker is neither aware of the sniffer nor can the attacker pre-

vent a sniffer from being employed, fulfilling requirement R3.

A relay requests tag advertisements from the server. Upon

reception of advertisement payloads, the relay configures its

Bluetooth interface to match the beacon’s link-layer address

and relays the beacon in an arbitrary location. The link-layer



BLE broadcast traffic emitted by a relay is identical to the

originating tag’s advertisements.

The relayed beacons are then picked up by third-party de-

vices which upload their location to the offline finding net-

work operator’s servers (cf. 4 , 5 in Figure 4). Note that

the detour via third-party devices instead of generating bogus

location reports and directly submitting them to the offline

finding servers is necessary because the corresponding APIs

are restricted to authenticated users. Consequently, submit-

ting a suspiciously large number of location reports would

likely result in dropping the received reports and potentially

blocking the used accounts. Mass-creating accounts is con-

sidered infeasible due to identity verification checks put in

place by Apple and Google, and we consider buying creden-

tials for existing accounts at scale both ethically dubious and

prohibitively expensive. Such an approach could therefore

not reliably inject falsified location reports into the system.

In contrast, the relayed advertisements are indistinguishable

from the original beacons and PRIVACYSHIELD never inter-

acts with the network operator’s servers. Hence, the relayed

location reports can neither be filtered out of the data stream

directly on the mobile device nor on the servers. PRIVA-

CYSHIELD thus cannot be blocked by Apple or Google and

fulfills requirement R2.

The server distributes advertisements to relays. Based on

the push-pull-model for distributing recorded beacons, server

instances can forward their received advertisement messages

to other servers, increasing the relay network’s resilience and

coverage. Since the number of beacons stored by a server

grows depending on the number of sniffers, a server does not

reply to a request from a relay station with the full list of

managed beacons. Instead, the number of returned beacons is

configurable to achieve fairness and liveness. Fairness ensures

that beacons are relayed with uniform probability, and liveness

that any submitted advertisement is relayed.

The relaying clients should be situated in locations that are

highly frequented by third-party devices that can pick up the

relayed locations. If a relaying client is located at a rarely fre-

quented site, few relayed beacons are picked up by third-party

devices and the victim’s location is therefore not masked. In

consequence, venues such as train stations, airports, or other

highly frequented public places are ideal locations for deploy-

ing relaying clients. This insight together with the fairness

and liveness guarantees of a relay implementation ensures

that a victim is protected from tracking attempts as required

by requirement R1.

Ideally, relaying clients are geographically distributed, and

relays can be selected per beacon based on geographical filters.

For the functionality of location masking, a single relaying

client is technically sufficient. However, providing geographi-

cally distributed and selectable relays allows to mask a vic-

tim’s location with high plausibility of the fake location.

For example, relaying beacons recorded in New York City

to San Francisco immediately alerts an attacker that there

is an issue with the tag the attacker placed on the victim.

On the other hand, relaying from one end of Manhattan to

the other provides a victim with a safe distance between the

actual location and the location reported to an attacker but

also may look plausibly close and therefore not immediately

alert the attacker. This behavior makes PRIVACYSHIELD’s

location masking harder to detect for an attacker as intended

by requirement R5.

Location masking as implemented by PRIVACYSHIELD

is probabilistic. As described in Section 3.2.4, Apple’s Find

My considers only the most recent location reports for the

location of a tag displayed in the Find My application. By

drowning legitimate location reports in the stream of masked

location reports, PRIVACYSHIELD probabilistically hides a

victim’s real location. Because a tag’s beacons can be relayed

at multiple arbitrarily chosen and highly-frequented locations

at the same time, we do not consider the probabilistic nature

of PRIVACYSHIELD’s location masking a limitation in real-

world deployments. Location aggregation as implemented

by Google [30] is impacted even more by location masking

through beacon relaying. In this case, it is not necessary to

override all recent location reports to hide the real location

reliably but it suffices to inject some masked location reports

to manipulate the aggregated location.

PRIVACYSHIELD defends against the four tracking attacks

mentioned in Section 3.2. It immediately starts relaying a

beacon once it is encountered and reported by one of the

sniffers. Consequently, a victim’s location is masked through

relaying corresponding beacons, thwarting attack A2. Be-

cause PRIVACYSHIELD operates independently of the tag

hardware, disabling a speaker as described in attack A4 or

similar measures do not allow an attacker to bypass our re-

lay methodology. PRIVACYSHIELD also counters attacks A1

and A3. It neither takes relay decisions based on when and

how often an offline finding advertisement is encountered nor

what type of device it originates from. It therefore protects

against custom tag implementations piggy-backing on offline

finding networks. By design, our system can relay offline find-

ing beacons emitted by devices such as smartphones just as

well as those originating from dedicated tags such as AirTags.

4.3 Implementation

We focus our implementation of PRIVACYSHIELD on Ap-

ple’s Find My network and the corresponding AirTags be-

cause of their ubiquity, widespread and low-cost availabil-

ity, mature ecosystem, and simple identifiability through

fixed byte patters in the advertisements as depicted in Ta-

ble 3 in Section B. Our implementation follows open sci-

ence principles (cf. Section 11) and is available at https:

//doi.org/10.5281/zenodo.17964520 and https:

//github.com/HexHive/privacyshield.

In our prototype implementation, we add our sniffing com-

ponent that uploads encountered AirTag beacons to the PRI-

https://doi.org/10.5281/zenodo.17964520
https://doi.org/10.5281/zenodo.17964520
https://github.com/HexHive/privacyshield
https://github.com/HexHive/privacyshield


VACYSHIELD server as an extension to the AirGuard Android

application [26]. This choice provides us with multiple ad-

vantages over an implementation from scratch. First, the Air-

Guard application already parses encountered beacons and

stores them in a local database annotated with the correspond-

ing device type. Consequently, we can leverage AirGuard’s

higher-level interfaces to encountered beacons, easily filter for

beacons originating from Apple’s AirTags, and thus quickly

discard irrelevant BLE traffic. Second, Android’s BLE API

provides us with information about the signal strength of any

encountered beacons. We leverage this BLE advertisement

package metadata combined with the advertised link-layer

address to ensure the absence of interference by other devices

in our experiments, since we can filter for our own devices and

immediately discard BLE frames originating from devices

other than ours. Through this approach, we also ensure that

our implementation does not interfere with the functionality

of offline finding networks for other users that may have tags

in the vicinity of our experiment locations.

The relay component of our PRIVACYSHIELD proto-

type implementation is a custom firmware for Espressif’s

ESP32 [19]. This chip combines WiFi and BLE capabilities

in a small and power-efficient form factor. It is cheap and

development boards cost less than 1$. Leveraging these prop-

erties, relay stations can be installed at low cost, and with

low effort in highly frequented public places in big numbers.

Relays connect via WiFi to our server, retrieve beacons from

the server, and emit them via their BLE interface.

Our server implementation is based on the Python Flask

framework [38]. It provides a RESTful API over HTTP, with

endpoints for submitting encountered advertisements and re-

trieving advertisements from the server. Public keys are stored

in a database and returned in a round-robin manner. We con-

sider a broadcast key valid for 24 hours after it was detected,

since this is the common identifier rotation frequency in of-

fline finding networks (cf. Section 3). This approach is an

overapproximation, since a key could have already been in

use for multiple hours before it is encountered. Our experi-

mental evidence suggests that Apple’s Find My also accepts

keys that have been in use for more than 24 hours.

5 Evaluation

In this section, we describe our evaluation’s ethical aspects,

setup, and results.

5.1 Ethical Considerations

We conduct the experiments in an ethical and responsible

manner with clearance from our Institutional Review Board

(IRB). We ensure that we only store and process information

from our tags and immediately discard any other potentially

recorded data. Through technical measures such as filtering

based on BLE link layer address, we also prevent negative

A B

Figure 5: An overview of our experimental setup. iPhones not

belonging to the attacker are co-located with the attacker’s

AirTag and the relay in locations A and B, respectively. The

attacker’s iPhone has Bluetooth disabled to put the AirTag in

separated mode (cf. Section 3.2.2).

impact on the legitimate functionality of Apple’s Find My

system during our experiments. We provide further details as

requested in the Call for Papers in Section 10.

5.2 Experiment Setup

In our experiments, we focus on Apple’s Find My network.

Both Apple’s pervasiveness, especially in western societies [2,

16], as well as the extensive prior research motivate this deeper

analysis of anti-tracking measures in the Find My network.

As highlighted in Sections 2, 3 and 4.2, our approach builds

on generic offline finding network properties and the results of

our experiments should therefore transfer to other networks.

We base our experiments on three variables: (i) the fre-

quency f with which relayed beacons are emitted, (ii) the

number of devices no that pick up the original beacons, and

(iii) the number of devices nr that pick up the relayed beacons.

Intuitively, increasing f or nr relative to no should increases

the probability of successfully masking a tag location.

Across all our experiments, we use a single Apple AirTag

to represent an attacker-controlled tag. We define two geo-

graphically distinct locations A and B, where A is the location

of the AirTag and B is the location of our beacon relay. In our

experiments, the distance between A and B is approximately

four kilometers. We then adjust the frequency of beacon emis-

sion f at B as well as the number of potential beacon receivers

(i.e., iPhones) at both A and B.

We use multiple iPhone 11 and 11 Pro which meet Apple’s

system requirements for Find My [9]. One of the iPhones

is registered with the same Apple ID as the AirTag and rep-

resents the attacker. The other iPhones are registered with

a different Apple ID and represent third-party devices pick-

ing up the emitted beacons. Figure 5 depicts our setup, with

locations A and B being physically separate.

We focus on three research questions:



Figure 6: Tracking a relayed AirTag from an attacker’s per-

spective. The 4 kilometers in the screenshot are the distance

to the real AirTag location. The location displayed on the map

is the location of the relay.

RQ1: Feasibility. Can we successfully mask a victim’s

location in Apple’s Find My network by applying PRIVA-

CYSHIELD?

RQ2: Dependence on f . How does the frequency f at

which we emit relayed advertisements relate to the success of

masking a victim’s location?

RQ3: Dependence on no and nr. How do variations in the

numbers no and nr of third-party devices at locations A and B

relate to the success of masking a victim’s location?

5.3 Feasibility (RQ1)

To answer whether relaying BLE beacons to mask a victim’s

location is feasible, we leverage three iPhones and an AirTag.

These devices represent the attacker’s devices and third-party

devices picking up the emitted beacons. Furthermore, we

deploy a relay station based on our ESP32 firmware retrieving

beacons from our server. The first iPhone is associated with

the same Apple ID as the AirTag, and therefore constitutes

our assumed attacker. The other two iPhones are logged into

different Apple accounts and represent third-party devices.

We deploy one of these devices at each of the locations A and

B, i.e., no = nr = 1. This setup is depicted in Figure 5.

We relay the AirTag’s BLE advertisements from location

A to B and re-emit them with f = 2Hz, i.e., every 500ms. In

this experiment, the AirTag reliably shows up at location B

when checking its location via the attacker iPhone, positively

answering RQ1. Figure 6 shows a screenshot of how the

masked location is displayed to an attacker in Apple’s native

Find My client.

Figure 7: A location report for an AirTag in Apple’s Find My

app, showing that the location does not get updated anymore.

5.4 Dependence on f (RQ2)

To determine the requirements for masking a victims location

with PRIVACYSHIELD, we vary the frequency f at which

relayed advertisements are emitted. We keep no and nr equal

to 1 to rule out any influence of these variables. We adjust f

(relay frequency) in steps, taking into account that an AirTag

typically transmits BLE advertisements every two seconds,

i.e., f = 0.5Hz. We retrieve the location reports from Apple’s

iCloud API and correlate them with the location displayed in

the Find My app. If f = 0.5Hz, the devices at locations A and

B upload the same number of reports.

According to the data retrieved from Apple’s API, an

iPhone uploads a location report every five to ten minutes

and attaches a confidence score to the report. While the calcu-

lation of this confidence score is not documented, we observe

in our data that the score is higher if we emit beacons at a

higher frequency. This behavior hints to the confidence score

being adjusted based on the number of received beacons.

Apple combines location reports for an AirTag in “the

owner’s app to generate a more precise location” [6]. How-

ever, we observe that relaying beacons at the same frequency

as they are emitted at the original location leads to Apple not

updating the location in the attacker’s Find My application

(cf. Figure 7). This observation indicates that Apple does not

combine contradicting location reports but discards them if

none of the reported locations exhibits a higher number of as-

sociated reports, making the respective other location a clear

outlier. In consequence, when PRIVACYSHIELD is employed,

a victim’s current position is shown at a different location, or

not shown at all, i.e., stalking is prevented in either case.

If the relay at location B emits at least two beacons per sec-

ond, i.e., f = 2Hz, the AirTag is reliably shown to the attacker

to be at the relay location. The observed behavior supports

our earlier assumption that Find My discards contradicting

location reports if one location is not reported with a stronger

signal than the conflicting location. While, if we set f = 1Hz,

i.e., one beacon per second, the location reported in the Find

My app jumps back and forth between locations A and B.

5.5 Dependence on no,nr (RQ3)

To determine PRIVACYSHIELD’s efficiency in a real-world

scenario, we vary the numbers no and nr of devices picking

up the original and the relayed advertisements, respectively.



Table 2: Location masking success relative to the frequency

of beacon emission f and number of nearby devices no and nr.

✓: location reliably masked, –: reported location jumps back

and forth between the real location and the relayed location,

✗: location is not masked, N/A: no location reported by the

Find My app. All outcomes apart from ✗ are considered a

success for the defender, as the real location is not reliably

reported to the attacker.

Devices f = 5Hz f = 2Hz f = 1Hz f = 0.5Hz

no = nr = 1 ✓ ✓ – N/A

no ≃ 70, nr = 1 ✗ ✗ ✗ ✗

no ≃ 70, nr = 2 ✓ ✓ – ✗

In the first experiment, we bring our relay to a public lo-

cation such as a crowded train station. While this makes it

hard to precisely determine nr, we estimate nr ≃ 70 based on

the location reports retrieved from Apple’s API. We first keep

n = 1 and f = 0.5Hz, i.e., we relay beacons with the same

regularity they are emitted and have only a single device reg-

ister the original beacons. In this case, the AirTag’s location

in Apple’s native Find My app is always to be shown at the

relay location, despite a small number of location reports for

its actual location being returned by the iCloud API.

In a second step, we reverse the roles and put an AirTag in

a highly frequented location, i.e., n ≃ 70, similar to the above

experiment. We relay beacons with the number of devices

picking up the relayed beacons being either nr = 1 or nr = 2 as

depicted in Table 2. We adjust the frequency from f = 0.5Hz

to f = 5Hz, i.e., transmitting BLE advertisements from one

every two seconds to five per second. For each combination,

we observe the reported location for of at least ten minutes.

We retrieve 325 location reports for the AirTag’s location

and 18 reports for the relay’s location. Only when nr = 2 and

f >= 2Hz the AirTag’s reported location jumps back and

forth between it’s actual location and the relay location. In

the other cases, i.e., with nr = 1 or f < 2Hz, the AirTag is

shown at its actual position on the map. Our results indicate

that the number of devices picking up an advertisement and

reporting its location is crucial for where the tag is shown

on the map. But, PRIVACYSHIELD can mask the tag location

even if no >> nr.

Our experiments demonstrate that PRIVACYSHIELD can

reliably mask a victim’s location, even if the number no of

devices picking up the original AirTag’s advertisements is

significantly larger than the number nr of devices detecting

the relayed beacons. Table 2 summarizes our observations

of the behavior exhibited in Apple’s native Find My app.

Notably, our capability of emitting the beacons with a higher

frequency than an AirTag increases the chances of the relayed

beacons getting picked up by third-party devices and therefore

increases PRIVACYSHIELD’s reliability.

6 Discussion

In the following, we discuss the takeaways from our experi-

ments and propose changes to offline finding network designs.

These proposals require implementation by the network opera-

tors, and we position PRIVACYSHIELD as a stop-gap solution

until a potential adoption of our proposals. Further, we de-

scribe limitations to our approach.

6.1 Takeaways

Reducing the time window for tracking alerts. As we

argue in Section 3.2, 30 minutes of tracking before an alert is

displayed to a user provides an attacker with sufficient time to

invade a victim’s privacy. While tracking alerts could still be

bypassed with custom hard- and firmware, reducing the time

window until a tracking alert is raised increases the barrier

for successful stalking attempts. A reduction of this time

window would lead to an increased number of alerts for users,

many of which could be false positives. However, offline

finding providers could implement an allowlist functionality

that allows a user to permanently disable alerts for a given tag.

For benign tags, the alerted user and the tag’s owner could

establish an out-of-band channel for communicating the tag’s

rolling identifiers. Based on the identifiers, the user can then

silence tracking alerts for a given tag.

Tracking alerts for all device classes. The existence of de-

vices that do not trigger an alert is also worrisome and should

be removed from the protocol. As shown by Mayberry et al.

and confirmed in our experiments, masquerading a custom

tag as an iPhone instead of an AirTag bypasses any tracking

alerts raised [36]. A simple solution to this attack vector is to

raise tracking alerts no matter the device class, i.e., not only

for tags such as AirTags. However, this approach may lead to

an increased number of false positive alerts.

Identification of a tag’s owner. The unwanted tracking

prevention standard proposed by Apple and Google [31] pro-

poses maintaining an ownership registry for offline finding

tags accessible to law enforcement. This information could

be retrieved when a tag is used for malicious purposes such

as stalking. Again, custom hard- and firmware can bypass

ownership registration altogether but we see this proposal

as an additional hurdle for low-effort stalking attempts. Un-

fortunately, such an approach has privacy implications for

benign tag owners, as they would not be anonymous from the

network operator’s perspective anymore.

Limiting location downloads to genuine hard- and

firmware. Malicious actors can deploy custom hard- and

firmware to bypass stalking mitigations. To reduce the ef-

fectiveness of such custom deployments, a network operator

can restrict the capability of downloading location reports to



genuine devices and client software. As an example, Apple

could enforce a device attesting that is an actual iPhone run-

ning Apple’s original Find My application to download the

corresponding location reports. Applications such as Open-

Haystack would fail this attestation step, and could not retrieve

location reports for custom tags from Apple’s servers.

Detection of relay attacks. If the location reports are end-

to-end encrypted, an offline finding network operator cannot

determine whether a location report originates from a legiti-

mate tag or a relay. However, a client retrieving the full set

of location reports for a given time frame can decrypt all re-

ports, and detect discrepancies in the reported locations. For

example, a tag jumping back and forth between locations that

are kilometers apart in a matter of seconds as observed in our

experiments in Sections 5.4 and 5.5 showcases an unrealistic

movement pattern. Here, the locating device should report

the presence of suspicious patterns to the user, and provide

the user with a means to review and cluster or discard reports.

Current interfaces provide a user only with a single location

shown on a map without information on how the displayed

location was determined from the set of available reports.

As the discussion of our proposals shows, all changes to the

current implementations of offline finding systems come with

trade-offs. We argue that there is no silver-bullet solution to

provide full privacy guarantees to users in current offline find-

ing systems without impacting the functionality or usability of

the system. We see a need for a more widespread discussion

of the existing issues and potential improvements to protect

users from malicious actors while avoiding detrimental effects

on the effectiveness of the systems.

6.2 Limitations

Extensive prior research [1,26,28,35,36,44,45] and real-world

stalking incidents [4, 12, 24, 25, 34, 48] highlight the urgent

need for anti-stalking measures in offline finding networks

and motivate the design of PRIVACYSHIELD. Our design

has been informed by an extensive assessment by our Insti-

tutional Review Board (IRB), attesting to the societal need

and ethical conformity of our system. PRIVACYSHIELD is an

immediately deployable stop-gap solution until offline finding

networks incorporate the needed anti-stalking measures. Our

system comes with limitations and trade-offs from a techni-

cal and ethical perspective. We detail them in the following

section and in Section 10, respectively.

Ground-truth knowledge and statistical analysis. In our

threat model, we assume an attacker with access to custom

hard- and firmware for the employed tags. This capability

does not affect PRIVACYSHIELD’s masking effectiveness by

design. If the attacker in addition uses a custom client to re-

trieve and decrypt all location reports from the offline finding

networks’ servers instead of the single location reported in

the corresponding native application, the attacker can conduct

further statistical analysis to filter out relayed beacons.

For example, the attacker can frequently rotate the emitted

keys via custom firmware and then overlay the locations of

temporally adjacent beacons. The original location reports

necessarily are in close proximity for two consecutive bea-

cons, whereas the location reports for relayed beacons may

differ in location. We argue that such analysis is not a threat

to the functionality of PRIVACYSHIELD, as the relaying algo-

rithm can be extended to relay consecutive beacons reported

from the same client along a realistic trajectory. The capability

of choosing realistic relay locations as described in Section 4

is a first step in this direction.

Additionally, the attacker can exclude relayed beacons by

filtering on the location reports’ timestamps, assuming that

the oldest timestamps indicate the real location reports. How-

ever, the resolution of such timestamps as observed in Apple’s

Find My network is one second, and PRIVACYSHIELD relays

beacons in as little as a few milliseconds. The lower bound

for this latency is mainly dictated by network latency, as pro-

cessing and relaying latency in our design are negligible if

a sufficiently large number of relay stations ensures prompt

relaying. Hence, timestamps do not provide an attacker with

a reliable means to filter out relayed reports.

PRIVACYSHIELD’s design explicitly does not consider ex-

isting knowledge about the victim. If the attacker already

knows, e.g., where the victim lives, she can correlate the lo-

cation reports with this ground truth information. Yet, PRI-

VACYSHIELD still provides a victim with capabilities for at

least partial protection against the attacker. For instance, by

carefully selecting the relay, the victim can make the attacker

believe that she is at home while she is at the local sports

center and vice versa. The attacker then does not learn new

information about the victim’s regularly frequented locations.

Scaling PRIVACYSHIELD in a real-world deployment.

As highlighted in Section 5, PRIVACYSHIELD does not re-

quire many relay stations to successfully mask a victim’s

location. However, for counteracting attacks as outlined in

the previous paragraph, a sufficiently large number of relay

stations and clients submitting beacons to the system are

required. The more relay stations are deployed, the more

fine-grained and realistic locations can be faked to deter an at-

tacker. With only a small number of relay stations, the victim’s

location can still be reliably masked, but the faked location

might be unrealistic which in turn might raise suspicion in

the attacker. For example, relaying beacons from New York

to San Francisco might effectively hide the victim’s actual

location but might be deemed unrealistic by the attacker.

Another important angle is to raise awareness of the sys-

tem. Only potential victims that know of PRIVACYSHIELD

can protect themselves against stalking. We aim to adver-

tise PRIVACYSHIELD at events in the privacy and security

community to establish collaborations with anti-stalking ad-



vocacy organizations for local deployment and operation. In

addition, our artifact repository contains tutorials to setup PRI-

VACYSHIELD in practice to enable (many) others to join our

federated network. Consumer prices for single-digit quantities

for an ESP32 board, a SIM module for network connectivity,

as well as a small solar panel and battery for power are approx-

imately $15 on online shopping platforms. The simplicity and

low cost of our system enables plug-and-play deployment of

relay stations to improve technological accessibility.

Note that the number of relay stations is not linked to an

impact on legitimate tracking, as the relays do not interfere

with benign tag advertisements.

Preventing legitimate tracking. To successfully mask a

victim’s location, PRIVACYSHIELD requires either the victim

or a third party in their vicinity to run our client application

that records tag beacons and submits them to the relay net-

work. Consequently, legitimate tracking of items is degraded

as long as the corresponding tag is in BLE range of a pro-

tected victim. The more clients participate in the network, the

higher the likelihood that a benign tracking use case might be

temporarily impacted by PRIVACYSHIELD’s location mask-

ing. However, as soon as the tag leaves the physical proximity

of the victim again, the item can be tracked anew.

Further, this effect is independent of the number of de-

ployed relay stations. PRIVACYSHIELD mainly aims to scale

the number of relay stations to provide victims with realistic

fake locations rather than to increase the number of clients

running the client application. While our application is free

and open source, we do not expect the general public to run it

on their devices in large numbers, but rather expect only users

who suspect stalking attempts to install it.

We acknowledge the resulting potential for abuse, e.g., by

hiding the location of stolen items that have tags attached,

and that the (even temporary) unreliability of legitimate track-

ing might undermine user trust in offline finding networks.

Despite these issues, we argue that the fundamental design

of those finding networks endangers victims of unsolicited

tracking. Systems such as Apple’s Find My have provided

stalkers with a powerful tool for their attacks, and PRIVA-

CYSHIELD equips victims with a tool to fight back. These

systems require extensive design changes to protect victims.

Hence, we position PRIVACYSHIELD as a stop-gap solution

on the quest to reliable tracking protection.

PRIVACYSHIELD prioritizes protecting victims of stalking

attempts over potential impacts on the legitimate functionality

of offline finding systems. This potential degradation in track-

ing capabilities is only temporary and outweighs the impact

on a victim’s privacy and safety. We further elaborate on the

ethical implications of our approach in Section 10.

Other tracking technologies. PRIVACYSHIELD focuses on

BLE-based offline finding networks such as Apple’s Find My.

If an attacker uses other tracking technologies such as GPS

trackers, PRIVACYSHIELD cannot protect a victim. GPS track-

ers are available at a similar price point to BLE-based tags,

and have also received attention in prior work [15]. Protecting

victims from GPS-based stalking attempts is orthogonal to our

work and requires jamming or removing the GPS tracker [33].

Vendor cooperation. PRIVACYSHIELD is designed to work

without any cooperation from offline finding network opera-

tors. If network operators like Apple or Google were to co-

operate, they could either redesign their protocols to improve

detection of stalking attempts as outlined in related work (cf.

Section 7) or directly provide victims with a means to opt

out of their location being reported indirectly. For example,

users could be provided with an option to opt out of location

tracking via a system-wide setting on their end devices. Any

encountered beacons from tags in their vicinity would then

be reported to the network operator, and the network operator

could discard any location reports for these tags.

However, this option is not realistic, as it generalizes into

a built-in denial-of-service mechanism. We therefore see

protocol-level changes as described in Section 7 as a more

promising approach to protect victims from stalking attempts.

Note that these changes aim to detect stalking attempts reli-

ably rather than preventing them altogether. Thus, they would

not fully replace PRIVACYSHIELD’s functionality but miti-

gate some of the tracking alert bypass techniques outlined

in Section 3. Hence, approaches such as PRIVACYSHIELD

that do not require vendor cooperation are the only viable

stop-gap solutions to protect victims of unsolicited tracking.

7 Related Work

Weller et al. [47] analyze multiple Bluetooth tags that pre-

date Apple’s AirTags. The authors focus on security flaws

such as unauthenticated API endpoints or user information

leakage through lack of or improper use of cryptographic

mechanisms. They also propose an offline finding protocol

dubbed PrivateFind, whose design is similar to the Find My

Apple network described in Section 2. Li et al. [32] analyze

the efficiency of offline finding implementations with a focus

on the advertisement broadcast frequency. They design Elas-

tiCast, a scheme to improve the latency of finding a tag by

adapting advertisement broadcast and scan windows.

Heinrich et al. [28] are the first to analyze the accuracy of

Find My location reports, and identify security shortcomings

such as insecure key storage on a tag owner’s device. The

authors discovered that, despite end-to-end-encrypted loca-

tion reports, Apple can correlate them and infer whether users

have been in close proximity. The same authors proposed

OpenHaystack [27], an offline finding implementation piggy-

backing on Apple’s Find My network. OpenHaystack uses

custom firmware and off-the-shelf microcontrollers to emu-

late AirTags. AirGuard, also developed by Heinrich et al.,



is an Android app to detect nearby tags [26]. The app is

motivated by privacy concerns in offline finding networks.

AirGuard reliably and quickly detects nearby tags and allows

a user to trigger the speaker on a tag without waiting for

Apple’s or Google’s tracking detection heuristics.

Turk et al. [45] also argue that the anti-tracking measures

deployed in the current implementations of offline finding

networks are insufficient. They focus on the unreliability

of Apple AirTags, Samsung SmartTags, Chipolo One, and

Tile Sticker tags. The authors analyze those tags in terms of

duration until a tracking alert is shown to a stalking victim

and alert sound level of built-in speakers. They argue that this

time span is too long, while the sound level is too low for

reliably detecting a stalking attempt and locating the tag.

In concurrent work, Yu et al. [49] analyze the security and

privacy of Samsung SmartTags. Similar to the argument we

make in Section 3.2, the authors find that a custom firmware

emulating a tag with rotating identifiers circumvents Sam-

sung’s tracking detection mechanisms. The authors also men-

tion relay attacks but do not detail them further or leverage

this fact as the basis of a privacy protection mechanisms.

Mayberry et al. [35] propose Blind My, a cryptographic

protocol extension to Apple’s Find My protocol to prevent

stalking attempts. The protocol aims to prevent rotating keys

more frequently than intended to evade tracking alerts as

described in attack A3. Blind My achieves this by requiring

Apple’s servers to hand out blind signatures on key material

upon provisioning of a tag, and by verifying the signatures

when a tag owner tries to retrieve location reports for a signed

public key. This way, the server limits location report retrieval

to correctly rotated key material. This cryptographic approach

is orthogonal to PRIVACYSHIELD. Blind My requires Apple’s

collaboration to implement the proposed protocol and update

the tags, whereas PRIVACYSHIELD works independently of

Apple’s support as a drop-in solution.

Eldridge et al. [18] propose new algorithms for stalking de-

tection. Their scheme is based on multi-dealer secret sharing,

which involves splitting a tag’s broadcast data into multiple

shares. Based on the proposed algorithm, stalking detection

is improved, as detecting a tag as an adversarial tag does not

require constant detection over a prolonged period of time

anymore but only the detection of a configured share of the

tag’s broadcast identifiers. This work is orthogonal to PRIVA-

CYSHIELD in two ways. First, it focuses on stalking detection

instead of stalking prevention. Second, the proposed protocol

changes require cooperation of network providers, whereas

PRIVACYSHIELD operates on top of the existing protocols.

8 Conclusion

Offline finding networks may invade the privacy of users and

enable attackers to track unsuspecting victims. We analyze the

status quo of these networks and highlight holes in existing

anti-stalking measures, exposing ways in which attackers can

bypass these measures with low effort. In particular, we find

that the four prerequisites PR1 to PR4 that are required to send

tracking notification are easy to circumvent with practical and

low-cost attacks A1 to A4, like pretending to be an iPhone

instead of a tag or varying the beacon frequency.

To address these relevant issues and combat stalking, we

propose PRIVACYSHIELD, a privacy protection method that

can thwart stalking attempts using a relay network. We lever-

age that BLE beacons can be relayed to trigger valid location

reports in arbitrary places. Our relay network provides im-

mediate protection (requirement R1), cannot be blocked by

a network operator requirement R2 or the attacker (require-

ment R3), is effective even if the attacker employs custom

tags (requirement R4), and since it is passive, it is hard to

detect by the adversary (requirement R5).

We empirically evaluate PRIVACYSHIELD’s effectiveness,

and show that little effort is needed to effectively mask user

locations at a low cost. Our experiments confirm that location

masking via PRIVACYSHIELD is feasible in general (RQ1),

even if the number no of devices picking up the original ad-

vertisements is larger than the number nr of devices detecting

the relayed beacons (RQ3). Moreover, by increasing the relay

frequency f we can improve reliability (RQ2).

Finally, we propose operator-based measures to improve

the privacy of their systems’ users. These measures include

user interface changes such as displaying tracking alerts not

only for tags but also other device classes as well as protocol

changes protecting users from tracking in the first place and

enabling identification of perpetrators. While a small risk of

unsolicited tracking remains and can only be mitigated by

extensive changes to the underlying protocol, our proposed

measures in addition to PRIVACYSHIELD significantly raise

the bar for an attacker to track unsuspecting victims.
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10 Ethical Considerations

We worked closely with our Institutional Review Board (IRB)

to ensure that our system and experiments adhere to ethi-

cal guidelines. We further consulted the IRB to identify and

assess stakeholders affected by our work.

In this section, we discuss our experiments from an ethical

perspective and describe the nine stakeholders involved based

on our assessment and the consultations with the IRB. We

further detail the ethical impact of PRIVACYSHIELD on the

different stakeholders.

10.1 Experimental setup

Our experimental setup was submitted to and reviewed by

our IRB. In this process, we laid out how we limit our ex-

periments to our own devices by applying filters both in the

physical realm (e.g., by limiting signal strength) and in the

software used for our experiments (e.g., by filtering for known

link-layer addresses). These measures aim to protect unaf-

filiated third parties from the adversary side effects of our

experiments, e.g., tags showing up at unexpected locations

when locating them.

While we cannot guarantee that no third-party device picks

up our relayed beacons, we limit the transmission power of

our relay stations to minimize interference with third-party

devices. Even if nearby devices pick up our relayed beacons,

we ensure that we only ever relay the beacons of our own tags

and therefore do not affect the offline finding functionality of

third-party tags in our experiments.

In consequence, our experiments did not cause any direct

harm to third parties or indirectly harm them by disrupting

offline tracking services for their own devices.

10.2 Stakeholder Analysis

In this section, we list the stakeholders affected by the de-

ployment of PRIVACYSHIELD and describe the impact of

the system on each stakeholder. Note that a real-world entity

can assume multiple roles, e.g., a person can both be a stalk-

ing victim and a user of offline finding networks’ legitimate

tracking capabilities.

Stalking victims. Stalking victims are the primary ben-

eficiaries of PRIVACYSHIELD. When employing PRIVA-

CYSHIELD, e.g., by running our client application on their

smartphone, stalking victims can hide their actual location

from an attacker. Their location can therefore only be de-

termined by an attacker using means outside of the realm

of offline finding networks, such as physically following the

victim.

Stalking perpetrators. Stalking perpetrators are negatively

affected by PRIVACYSHIELD. By relaying beacons from tags

in the vicinity of a stalking victim, the perpetrator cannot

reliably determine the victim’s location via offline finding

networks anymore. Such an attacker therefore has to resort

to other means of tracking the victim, which might either be

more technically involved (e.g., GPS trackers) or require more

effort (e.g., physically following the victim).

Users of offline finding networks for legitimate tracking.

As described in Section 6.2, a wide-spread deployment of

PRIVACYSHIELD in the future could potentially negatively

impact legitimate tracking capabilities of tags attached to

personal belongings. However, PRIVACYSHIELD only affects

legitimate tracking capabilities temporarily as long as the tag

is in BLE reach of a potential victim. Its impact on legitimate

tracking is therefore minimal. We discuss this aspect in further

detail in Section 10.3.

Users of PRIVACYSHIELD’s client application. Users

who run our client application to submit beacons to the re-

lay network on their smartphones may experience a slight

increase in battery consumption and data usage. As their sys-

tems already scan for BLE advertisements in the background

anyways and the network communication payload is minimal,

we expect this impact to be negligible in practice.

PRIVACYSHIELD server operators. Server operators run-

ning the PRIVACYSHIELD server that receives beacons from

clients and dispatches them to relay stations may try to corre-

late reported beacons. More specifically, if two clients report

the same beacon, the server operator can deduce that the two

clients were in close proximity at the time of reporting. How-

ever, the beacons themselves do not encode location informa-

tion, and the only information the server operator has about

the client is its IP address. This is a technical necessity and

not unique to PRIVACYSHIELD. The upstream offline finding

networks’ servers suffer from the same issue.

PRIVACYSHIELD relay station operators. Relay station

operators can create a log of all received beacons. These

beacons do not encode location information or any other

sensitive user data and we thus do not consider this a potential

privacy issue.

Third parties picking up relayed beacons. Third parties

that pick up our relayed beacons may incur additional data

usage by uploading location reports for these beacons to the

upstream offline finding network operators’ servers. This im-

pact is equivalent to an increased number of legitimate tags in

the vicinity of the affected user. As this behavior is part of the

inherent design of offline finding networks, we do not consider

this an additional negative impact of PRIVACYSHIELD.



Offline finding network operators. The increased number

of location reports for a given beacon, i.e., both from the legit-

imate tag and PRIVACYSHIELD’s relay stations, may increase

the load on the offline finding network operators’ servers.

Similar to the previous paragraph, this impact is equivalent to

an increased number of third parties picking up a legitimate

tag’s beacons, e.g., by bringing a tag to a crowded area. We

therefore consider this part of the offline finding networks’

design and not a negative impact of PRIVACYSHIELD.

Privacy advocates and anti-stalking organizations. Pri-

vacy advocates and anti-stalking organizations benefit from

PRIVACYSHIELD as it provides them with an additional tool

to protect victims of unsolicited tracking. These organizations

can deploy, operate, and advertise PRIVACYSHIELD’s relay

network to help protect victims in their area of influence.

10.3 Impact on Legitimate Tracking

As we highlight in Section 6.2, a wide-spread deployment of

PRIVACYSHIELD in the future could potentially negatively

impact legitimate tracking capabilities of tags attached to

personal belongings.

We acknowledge the ethical responsibility of keeping the

underlying offline finding systems functional but argue that

the ethical duty of protecting victims of unsolicited tracking

weighs higher. We argue that it is the service providers’ re-

sponsibility to protect third-parties from stalking attempts by

their users. As we showcase in Section 3, the current state-of-

the-art does not sufficiently address this responsibility. Un-

til service providers introduce the necessary defenses, users

can resort to measures such as PRIVACYSHIELD to protect

themselves from unsolicited tracking. We position PRIVA-

CYSHIELD as a stop-gap solution that is only required as long

as offline finding network providers do not adapt the funda-

mental design of their systems to better protect victims of

unsolicited tracking. Further, PRIVACYSHIELD only affects

legitimate tracking capabilities temporarily as long as the tag

is in BLE reach of a potential victim. Its impact on legitimate

tracking is therefore minimal.

10.4 Legal Implications

We do not interact with Apple’s servers to inject bogus lo-

cation reports ourselves. As such, PRIVACYSHIELD is not

breaching any Terms of Service (ToS) agreements with Apple.

Even in the case where we were subject to such agreements,

the iCloud ToS, which cover the Find My system, do not refer

to Find My’s BLE beacons [8]. Further, previous work piggy-

backing on Find My such as OpenHaystack [27] or Send

My [11] is, to the best of our knowledge, not in violation of

the ToS either.

11 Open Science

We fully support USENIX Security’s move towards open

science principles in addition to the already existing artifact

evaluation badges. In this spirit, we publish the code required

to run PrivacyShield and collect the data used in our exper-

iments at https://doi.org/10.5281/zenodo.17964520

and https://github.com/HexHive/privacyshield.

The artifact consists of four main components used in our

experiments:

1. The server application that receives tracking beacons and

forwards them to relay stations,

2. the modified version of the AirGuard [26] Android ap-

plication that registers nearby AirTags and reports them

to the server,

3. the ESP32 firmware that retrieves beacons from the

server and rebroadcasts them, and

4. scripts to retrieve location reports from Apple’s servers

without relying only on the visual feedback given in

Apple’s official Find My applications.

The corresponding README files in the artifacts’s sub-

directories provide further instructions on how to run our

code.

https://doi.org/10.5281/zenodo.17964520
https://github.com/HexHive/privacyshield
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A Appendix: Key Derivation Algorithms

A.1 Apple

With (d0, p0) and SK0 being the initial P-224 key pair and

symmetric key generated at provision time, Apple generates

the broadcast public key pi as follows:

SKi = KDF(SKi−1,“update”,32)

(ui,vi) = KDF(SKi,“diversify”,72)

di = (d0 ∗ui)+ vi

pi = di ∗G

Here, KDF denotes the ANSI X.963 key derivation function,

and G is the generator for the NIST P-224 curve [6]. As these

equations show, the current broadcast key is based on the

previous round’s symmetric key and the key pair generated

during provisioning.

A.2 Google

Google follows a slightly different approach to generate the

advertised public key material than Apple. It does not rotate

the key material and use a previous round’s key material

for deriving the new key but uses a time-based generation

algorithm. The algorithm for Google’s key derivation is as

follows:

t = 32-bit big-endian beacon time counter

t ′ = t & 0xFFFFFC00 // Clear lowest 10 bits

T = 0xFFFFFFFFFFFFFFFFFFFFFF0A || t ′ ||

0x00000000000000000000000A || t ′

r′ = AES-ECB-256(SK,T ) // Encrypt T under SK

n = 160 for SECP160R1, 256 for SECP256R1

r = r′ mod n

R = r ∗G

pi = Rx // x coordinate of R

The current round’s broadcast key is derived from the en-

cryption of a counter under the provisioned symmetric key.

The hashed status flags referenced in Table 3 are the result of

XORing the battery level and unwanted tracking mode flags

with the least significant byte of SHA256(r) [21].

B Appendix: Advertisement Payload Format

Table 3 details the Bluetooth Low Energy (BLE) advertise-

ment payloads as used by Apple and Google in their corre-

sponding offline finding networks.
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Table 3: Advertisement payloads for Apple’s and Google’s offline finding implementations as well as the shared proposal [6,21,31].

p denotes the public key. Notably, Apple encodes parts of the public key in the BLE address in order to fit the full 28 byte key

into an at maximum 37 byte advertisement.

Bytes Apple Google (BLE legacy advertising) Google (BLE extended advertising) Unwanted tracking standard

0..5 (p[0]|(0b11 << 6))||p[1..5] BLE address BLE address BLE address

6 Payload length = 0x14 Flag length = 0x02 Flag length = 0x02 Flag length = 0x2 (optional)

7 Advertisement type = 0xFF Flag type = 0x01 Flag type = 0x01 Flag type (optional)

8
Company ID = 0x004C

Flag data = 0x06 Flag data = 0x06 Flag data (optional)

9
Service data length = 0x18
or 0x19

Service data length = 0x24
or 0x25

Service data length

10 Offline finding (OF) type = 0x12 Service data type = 0x16 Service data type = 0x16 Service data type

11 OF payload length = 0x19
Service UUID = 0xFEAA Service UUID = 0xFEAA 0xFCB2

12 Status flags (e.g., battery level)

13

p[6..27]

Mode = 0x40 (near-owner mode)
or 0x41 (separated mode)

Mode = 0x40 (near-owner mode)
or 0x41 (separated mode)

Network ID = 0x01 (Apple) or
0x02 (Google)

14
p[0..19]

p[0..31]

Mode = 0x00 (near-owner mode)
or 0x01 (separated mode)

15..33

Proprietary company payload34 Hashed status flags

35 p[0]>> 6

36 Hint (0x00 for iOS reports)

37..45

46 Hashed status flags
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A Artifact Appendix

A.1 Abstract

PRIVACYSHIELD is a relay-based system to protect users

against unsolicited tracking via offline finding trackers such as

Apple AirTags. These offline finding trackers emit Bluetooth

Low Energy (BLE) beacons that are then picked up by nearby

devices such as smartphones. These devices then upload their

current location as an approximation of the trackers location

to the vendor’s servers, from which the owner of the tracker

can then retrieve it.

As such trackers are small, easy to hide, and available at

low cost, they are frequently abused for malicious purposes

such as stalking. PRIVACYSHIELD aims to prevent such mis-

use by masking a potential victim’s location. To this end,

PRIVACYSHIELD relays AirTag beacons via a network of re-

lay stations that reemit the beacons at different locations than

where they were originally. Consequently, third-party devices

detect the beacons at these locations and report the wrong

location to the vendor’s servers. The AirTag’s real location

is thus hidden from the owner of the tracker, which in this

malicious case is the perpetrator.

This artifact appendix describes our artifact for PRIVA-

CYSHIELD. The artifact contains the source code and doc-

umentation for (i) the relay application submitting AirTag

beacons to the PRIVACYSHIELD server, (ii) the relay server

collecting and redistributing AirTag beacons, (iii) the relay

firmware reemitting beacons received from the server, and

(iv) scripts to collect location records from Apple’s servers

for evaluation purposes.

A.2 Description & Requirements

This section describes the software and hardware require-

ments to reproduce a deployment of PRIVACYSHIELD.

A.2.1 Security, privacy, and ethical concerns

As described in the Ethical Considerations section of our pa-

per, PRIVACYSHIELD selectively hides the location of track-

ers from their owners. While this is intended to protect po-

tential victims from stalking, it may also temporarily and

inadvertently prevent legitimate object tracking use cases.

Therefore, we recommend evaluators to take precautonary

measures when recording and relaying AirTag beacons, such

as notifying people in the vicinity about the ongoing exper-

iment and adjusting the minimal signal strength threshold

in the AirGuard application to only capture beacons from

AirTags in the direct vicinity, i.e., AirTags that are part of the

experiment.

A.2.2 How to access

PRIVACYSHIELD is available at https://doi.org/10.

5281/zenodo.17964520 and https://github.com/

HexHive/privacyshield. We use the (stable) Zenodo

reference to point to the version of the artifact as it passed

the Artifact Evaluation process. The (floating) GitHub

reference points to the latest version of the artifact, which

at the time of writing is identical to the Zenodo version

and identified by the tag sec26-artifact-evaluated, commit

11a509cfcab20feaa12e735ef701366ba88f6066.

A.2.3 Hardware dependencies

The minimal hardware requirements for evaluating general

functionality of PRIVACYSHIELD are as follows:

• an AirTag,

• an Android device with Bluetooth Low Energy (BLE)

support to run the AirGuard application for recording

and uploading beacons,

• an Apple device (iPhone, iPad, or Mac) to pick up the

beacons and upload the location records to Apple’s

servers,

• a second Apple device to retrieve the location records

and show the AirTag’s location in the Find My applica-

tion,

• a computer (physical or virtual) to run the PRIVA-

CYSHIELD server (must be accessible from the Android

device running the application as well as the relay sta-

tion), and

• an ESP32-C3-based development board to act as a relay

station. Other ESP32 variants may also work but have

not been tested.

https://doi.org/10.5281/zenodo.17964520
https://doi.org/10.5281/zenodo.17964520
https://github.com/HexHive/privacyshield
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https://github.com/HexHive/privacyshield/commit/11a509cfcab20feaa12e735ef701366ba88f6066


If one of the Apple devices used is a Mac, the PRIVA-

CYSHIELD server can also be run on the same device. This

does not accurately reflect a real-world deployment but is

sufficient for the sake of the experiments.

Note that the above hardware requirements are minimal and

can only verify the general functionality of PRIVACYSHIELD.

In order to retrieve location reports from Apple’s servers

for evaluation purposes outside of the Find My application, a

Mac is required as one of the Apple devices. This requirement

stems from the need to extract the AirTag’s private key from

the macOS keychain, which is not possible on iOS or iPadOS

devices.

A.2.4 Software dependencies

All the steps for building binary artifacts and running the relay

server are containerized. The only software requirement is

therefore a working Podman or Docker installation.

Note that the (optional) evaluation scripts based on

Findmy.Py require a working Python3 installation and ex-

tracting AirTag’s private keys from a macOS keychain first.

This step is a prerequisite for the scripts and is not part of our

artifact. We point the evaluator to upstream tutorials on how

to perform this step, e.g., https://docs.mikealmel.ooo/

FindMy.py/getstarted/02-fetching.html.

A.2.5 Benchmarks

None.

A.3 Set-up

Make sure to have the aforementioned software dependencies

installed.

Furthermore, if you aim to retrieve location reports

from Apple’s servers outside of the Find My application,

make sure to correctly extract the AirTag’s private keys

from a macOS keychain first. We refer to upstream tuto-

rials such as https://docs.mikealmel.ooo/FindMy.py/

getstarted/02-fetching.html for this step. This is not

required for general functionality tests but was used to collect

statistical information for our evaluation.

A.3.1 Installation

First, download the artifact, e.g., via git clone

https://github.com/HexHive/privacyshield.

Set up and run the PRIVACYSHIELD server, the modified

AirGuard application, and the relay firmware as described

in the README.md in the repository. This includes installing

required Python packages, applying our patches to upstream

projects where necessary, and building and running binary

artifacts and scripts.

A.3.2 Basic Test

If all the components are installed and running correctly, you

can perform some basic tests to verify the general functional-

ity of PRIVACYSHIELD.

To test whether the relay application is able to pick up

AirTag beacons and upload them to the PRIVACYSHIELD

server, start the application on the Android device and run

adb logcat --pid=$(adb shell ps | grep seemoo

| cut -d ' ' -f 8) | grep insertScanResult on a

device that has adb access to the Android device, e.g., the

machine you built the application on. Then, bring an AirTag

in the vicinity of the Android device. If everything works

correctly, you should see log messages indicating that AirTag

beacons were picked up.

To test whether the server can receive beacons, run

it with increased logging output, e.g., via python3

server.py -v. To test whether the server correctly

redistributes beacons to relays, you can manually sub-

mit a beacon via curl: curl -L --json '"data":

"tyPkKWDIHv9MABIZEE2KEXyvZ+Vfq1kYAXoD35MRrlER

I44CAA==", "valid_to": "2026-02-28 00:00:00"'

"http://<server address here>/api/v1/airtag".

This should successfully add the beacon to

the server’s database, which you can then re-

trieve via curl -vL "http://<server address

here>/api/v1/airtag?valid=true".

Once you configured and installed the relay firmware

on the microcontroller development board, you can check

its log outputs via a serial connection, e.g., using screen

/dev/ttyUSB0 115200 (assuming the serial device shows

up as /dev/ttyUSB0, replace if necessary).

Optionally, as an end-to-end test, you can verify that re-

laying beacons works by bringing the AirTag close to the

Android device running the application, and then removing

the battery from the AirTag to stop it from emitting beacons.

If everything works correctly, the AirTag should still show

up as providing updates in the Find My application, as the

relay station now effectively turns into a clone of the original

AirTag.

A.4 Evaluation workflow

This section describes the steps required to evaluate the mask-

ing functionality of PRIVACYSHIELD based on a working

system as set up in the previous section.

[Mandatory for Artifacts Functional & Results Reproduced,

optional for Artifact Available] This section should include

all the operational steps and experiments which must be per-

formed to evaluate if your your artifact is functional and to

validate your paper’s key results and claims. For that pur-

pose, we ask you to use the two following subsections and

cross-reference the items therein as explained next.

https://github.com/malmeloo/FindMy.py
https://docs.mikealmel.ooo/FindMy.py/getstarted/02-fetching.html
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A.4.1 Major Claims

(C1): PRIVACYSHIELD effectively masks the location of

AirTags from their owner by relaying their beacons at

a different location. We demonstrate this in the experi-

ments described in Section 5.3 of the paper.

(C2): PRIVACYSHIELD can mask the location successfully

even when there are significantly fewer devices picking

up the relayed beacons compared to the original beacons.

We demonstrate that this behavior can be achieved by

adjusting the frequency at which the relays emit beacons.

This is shown in the experiments described in Sections

5.4 and 5.5 of the paper.

A.4.2 Experiments

(E1): [Functionality Verification] [30 human-minutes]: This

experiment verifies the functionality according to claim

(C1).

Preparation: Make sure the Android application, the

PRIVACYSHIELD server, and the relay firmware are cor-

rectly installed and running as described in Section A.3.

Execution: Bring the experiment AirTag close to the

Android device running the sniffing application. With the

relay station powered on and being located physically

seperate from the AirTag, check whether the AirTag

shows up in the Find My application at the relay stations

position instead of its real position.

Results: The AirTag should show up in the Find My

application at the relay station’s position, demonstrating

that PRIVACYSHIELD successfully masked the AirTag’s

real location.

(E2): [Verification of Resilience to Adversarial Environ-

ments] [30 human-minutes]: This experiment verifies

that PRIVACYSHIELD can successfully mask the loca-

tion of an AirTag even when there are significantly fewer

devices picking up the relayed beacons compared to the

original beacons, as described in claim (C2).

Preparation: Make sure the Android application, the

PRIVACYSHIELD server, and the relay firmware are cor-

rectly installed and running as described in Section A.3.

Ensure that the AirTag’s beacons are picked up by multi-

ple devices, e.g., by placing it in a busy area. Ensure that

the relay station is placed in an area with significantly

fewer devices picking up beacons, e.g., a controlled of-

fice environment.

Execution: Bring the experiment AirTag close to the

Android device running the sniffing application. With

the relay station powered on and being located phys-

ically seperate from the AirTag, check whether the

AirTag shows up in the Find My application at the

relay stations position instead of its real position. If

this is not the case, adjust the frequency at which

the relay emits the relayed beacons by reducing the

BLE_ADVERTISEMENT_INTERVAL value for the relay

firmware and repeat the experiment.

Results: The AirTag should show up in the Find My ap-

plication at the relay station’s position after adjusting the

advertisement frequency. The results should mirror those

presented in Table 2 in the paper, if the environment is

similar to the one used in our evaluation.

Note that the above experiments are sufficient to validate

the major claims of the paper. To get more fine-grained results

that back up the claims made in the paper, the evaluator can

optionally retrieve the history of location reports from Apple’s

servers using the scripts provided in the findmy/ subdirec-

tory of the repository. These scripts allow precomputing the

AirTag’s public keys for a configurable time frame, retrieving

location reports, and plotting them on a map.

Warning

Interacting with Apple’s servers with an unofficial

client may get your account banned. If you choose

to do those fully optional steps, make sure to use a

secondary Apple ID!

A.5 Notes on Reusability

Our server implementation can easily be scaled horizontally

by deploying it on multiple machines. These can then either

serve disjoint sets of AirTag beacons, or share a common

database by replacing the current SQLite backend with a

networked database such as PostgreSQL, MySQL, or simi-

lar. Furthermore, the server can be federated by submitting

beacons to other servers via the provided REST API.

The relay firmware can be adapted to other microcontroller

platforms leveraging their built-in BLE capabilities and APIs.

The current implementation is based on the Espressif SDK,

and consequently should run successfully on any ESP32 vari-

ant that supports BLE and WiFi.

A.6 Version

Based on the LaTeX template for Artifact Evaluation

V20231005. Submission, reviewing and badging methodol-

ogy followed for the evaluation of this artifact can be found at

https://secartifacts.github.io/usenixsec2026/.

https://secartifacts.github.io/usenixsec2026/
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