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Lueks1, Theresa Stadler1, Apostolos Pyrgelis1, Daniele Antonioli1, Ludovic Barman1, Sylvain Chatel1,

Kenneth Paterson2, Srdjan Capkun2, David Basin2, Jan Beutel2, Dennis Jackson2, Marc Roeschlin2,
Patrick Leu2, Bart Preneel3, Nigel Smart3, Aysajan Abidin3, Seda Gürses4, Michael Veale5, Cas
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Executive Summary

This document describes and analyzes a system for secure and privacy-preserving proximity tracing at large scale.
This system provides a technological foundation to help slow the spread of SARS-CoV-2 by simplifying and
accelerating the process of notifying people who might have been exposed to the virus so that they can take
appropriate measures to break its transmission chain. The system aims to minimise privacy and security risks for
individuals and communities and guarantee the highest level of data protection.

The goal of our proximity tracing system is to determine who has been in close physical proximity to a COVID-
19 positive person and thus exposed to the virus, without revealing the contact’s identity or where the contact
occurred. To achieve this goal, users run a smartphone app that continually broadcasts an ephemeral, pseudo-
random ID representing the user’s phone and also records the pseudo-random IDs observed from smartphones in
close proximity. When a patient is diagnosed with COVID-19, she can upload pseudo-random IDs previously
broadcast from her phone to a central server. Prior to the upload, all data remains exclusively on the user’s phone.
Other users’ apps can use data from the server to locally estimate whether the device’s owner was exposed to the
virus through close-range physical proximity to a COVID-19 positive person who has uploaded their data. In case
the app detects a high risk, it will inform the user.

The system provides the following security and privacy protections:

• Ensures data minimization. The central server only observes anonymous identifiers of COVID-
19 positive users without any proximity information. Health authorities learn no information
except that provided when a user reaches out to them after being notified.

• Prevents abuse of data. As the central server receives the minimum amount of information
tailored to its requirements, it can neither misuse the collected data for other purposes, nor can
it be coerced or subpoenaed to make other data available.

• Prevents tracking of users. No entity can track users that have not reported a positive diagnosis.
Depending on the implementation chosen, others can only track COVID-19 positive users in a
small geographical region limited by their capability to deploy infrastructure that can receive
broadcasted Bluetooth beacons.

• Graceful dismantling. The system will dismantle itself after the end of the epidemic. COVID-
19 positive users will stop uploading their data to the central server, and people will stop using
the app. Data on the server and in the apps is removed after 14 days.

We are publishing this document to inform the discussion revolving around the design and implementation of
proximity tracing systems. This document is accompanied by other documents containing an overview of the
data protection compliance of the design, an extensive privacy and security risk evaluation of digital proximity
tracing systems, a proposal for interoperability of multiple systems deployed in different geographical regions,
and alternatives for developing secure upload authorisation mechanisms.
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example geolocation data, that is not directly related to the task of detecting a close contact
between two people.

• Controlled inference: Inferences about individuals and communities, such as information about
social interactions or medical diagnosis, should be controlled to avoid unintended information
leakage. Each authorised entity should only be able to learn the information strictly necessary
to fulfill its own requirements.

• Protect identities: The system should collect, store, and use anonymous or pseudonymous data
that is not directly linkable to an individual’s identity where possible.

• Erasure: The system should respect best practices in terms of data retention periods and delete
any data that is not relevant.

3) Fulfill the scalability requirements posed by a global pandemic SARS-CoV-2 is rapidly spreading across
the globe following people across national borders and continents. As a core principle of free democratic societies,
after the current confinement measures end, free movement should resume. Proximity tracing must support free
movement across borders and scale to the world’s population.

The system should provide the following guarantees:

• Scalability: The system scales to billions of users.

• Interoperability: The system works across borders and health authorities.

4) Feasibility under current technical constraints There is an urgency to not only design but implement a
digital system that simplifies and accelerates proximity tracing in the near future. This mandates a system design
that is mindful of the technical constraints posed by currently available technologies.

• No reliance on new breakthroughs: The system should, as far as possible, only use techniques,
infrastructure, and methods readily available at the time of development and avoid relying on
new breakthroughs in areas such as cryptography, GPS localisation, Bluetooth or Ultra Wide
Band distance measurements; or new deployments such as novel anonymous communications
systems that have not been widely tested for privacy.

• Widely available hardware: The goal of high adoption of proximity tracing can only be
achieved if both server- and client-side applications can run on widely available smartphones
and server hardware.

2 Decentralized proximity tracing

We propose a privacy-friendly, decentralized proximity tracing system that reveals minimal information to the
backend server. We propose three different protocols to support exposure detection and tracing. These protocols
provide developers with choice regarding the trade-off between privacy and computation cost but share a common
framework.

In all three protocols, smartphones locally generate frequently-changing ephemeral identifiers (EphIDs) and
broadcast them via Bluetooth Low Energy (BLE) beacons. Other smartphones observe these beacons and store
them together with a time indication and measurements to estimate exposure (e.g., signal attenuations). See
Figure AA.
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Figure 3: Scalability of the hybrid design. Comparison of the daily download cost per user (MB) depending on
the number of new confirmed cases per day for different upload configurations of the hybrid design. We compare
the download cost for different lengths of the time window w under two different assumptions. In the “normal”
case, COVID-positive users upload seeds for all windows. In the “reduced” case their smartphone automatically
omits the seeds for windows with a total length of 8 hours (e.g., because they were alone during that time and the
phone did not detect any contacts).
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• (Malicious) Can DOS the system (targeted or system-wide), deviate from protocols, and actively broadcast
Bluetooth identifiers.

Eavesdropper (Internet Service Provider, Local System administrators, Bluetooth sniffer). They can observe
network communication (i.e., source and destination of packages, payload, time) and/or BLE broadcast messages.

• (Network adversary) Can use observed network traffic to attempt to determine the state of a user
(e.g., whether they are at-risk, COVID-19 positive, etc.).

• (Local Bluetooth BLE Sniffer) Can observe local Bluetooth broadcasts (possibly with a powerful
antenna to cover a wider area) and try to trace people.

It should be noted however that in many instances, for individuals or companies to use data in this way, or to
collect data about passers-by to try and estimate their infection status based on the announced identifiers, will fall
foul of a range of existing national and European laws around data protection, ePrivacy and computer misuse.

Health authority. Receives information about COVID-19 positive users as part of their normal operations to
diagnose patients. The health authority learns information about at-risk people only when these at-risk people
themselves reach out to the health authority (e.g., after receiving a notification from their app).

Backend and App developers. Can access all data stored at the servers. Moreover, the backend can query
data from the mobile app in the same way that it would do during normal operations (in our designs, it can only
change the data downloaded by the smartphones). They could also change the code of their backend software and
the code of the mobile apps (including parameters related to proximity tracing). We assume they will not modify
the mobile app because such action would be detectable. They can combine and correlate information, request
information from apps, combine with other public information to learn (co-)location information of individuals.

State-level adversary (Law enforcement, intelligence agencies, etc). Has the combined capabilities of the
tech-savvy user and the eavesdropper. In addition, a state-level adversary can obtain subpoenas that give them the
capabilities of the health authority, or the backend. Their goal is to obtain information about the population or to
target particular individuals. They may be interested in past information, already stored in the system, or future
information that will enable them to trace target individuals based on observed EphIDs.

Unlimited-budget adversary. An adversary with an unlimited budget, e.g., large organizations and (foreign)
nation states, has the capabilities of tech-savvy users but can deploy these at a much larger scale. Additionally,
such an adversary might be able to gain control over the project’s infrastructure such as the backend. The goals
of this adversary might be to learn information about the population or individuals (cf. a state-level adversary)
or to disrupt the proximity tracing system, resulting in a form of denial of service. One form of disruption is to
try cause a sizable part of the population to receive fake at-risk notifications by deploying antennas in public
locations (e.g., airports, train stations, shopping malls, or parliament buildings) and relaying messages far and
wide. This relay attack increases the chances of “at risk” contacts for the targeted population because their phones
will perceive proximity where there is none.

5.2 Privacy

5.2.1 Privacy concerns

Social graph. The social graph describes social relationships between users. Each node in the graph represents
an individual user and an edge connecting two nodes indicates that there is a social relationship between the two
users. A proximity tracing system does not need to provide information on the social graph to any party to fulfill
its primary purpose.

Interaction graph. The interaction graph reflects close-range physical interactions between users. A labelled
edge indicates an interaction between two adjacent users at a specific time. Knowledge of this graph is not
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necessary for proximity tracing nor for analyzing the spread of SARS-CoV-2. Therefore, no party needs to learn
the interaction graph.

Location traceability. To perform proximity tracing, location traces (e.g. GPS coordinates) are not required.
Therefore, no party in the system needs to have access to them or be able to easily trace individuals based on the
BLE signals that the app broadcasts.

At-risk individuals. At-risk individuals are people who have recently been in contact with somebody who
has tested positive for COVID-19. At-risk individuals need to know that they have been exposed to the virus so
that they can take appropriate measures. No other party in the system needs to learn this information, other than
when the notified user contacts and identifies herself to the health authority.

COVID-19 positive status. Only the user and the health authority need to know that the user has tested
positive for COVID-19. No other party in the system needs to learn this information. In particular, app users do
not need to know which of the individuals with whom they have been in contact have tested positive.

(Highly) Exposed locations. The system does not need to reveal any information about the locations that
COVID-19 positive individuals have visited or the number of positive cases that have visited a specific location
(e.g., to build a heat map of exposures). Proximity tracing can be performed without any party learning this
information.

5.2.2 Privacy analysis of low-cost design

Social graph. The low-cost design does not reveal any information to any entity. Any two users involved in a
contact may learn this contact’s existence from the system, but this was already known to them.

Interaction graph. The system does not reveal any information about the interaction between two users to
any entity. The EphIDs revealed by COVID-19 positive users do not allow any inference about the people they
have been in contact with to anyone except those contacts. The system thus prevents outside parties from learning
the interaction graph.

Location traceability. In our low-cost design, the EphIDs of all users are unlinkable, and only the smartphone
that generated them knows the corresponding seeds SKt. When the phone’s owner is diagnosed with SARS-Cov-2
and gives permission, the phone publishes to the backend the seed SKt corresponding to the first contagious day.
After disclosing this information, the phone will generate a new seed at random. Given the seed SKt of the first
contagious day, the EphIDs of a COVID-19 positive user are linkable from the start of the contagious window
until the time of upload (at which point the phone picks a new seed).

As a result, tech-savvy users, eavesdroppers, and state-level adversaries can locally track infected patients
during the (past) window in which the identifiers broadcasted via Bluetooth are linkable. To do so, the attacker uses
strategically placed Bluetooth receivers and recording devices to receive EphIDs. The app’s Bluetooth broadcasts
of non-diagnosed users and COVID-19 positive users outside the contagious window remain unlinkable.

At-risk individuals. The seeds revealed to the server by COVID-19 positive users are independent of their
contacts, i.e., the people they interacted with. They therefore do not give any information about people at risk to
any party other than the at-risk individuals themselves.

COVID-19 positive status. Any proximity tracing system that informs a user that she has been in contact
with a confirmed positive case inherently reveals a piece of information to the person at risk: one of the people
they interacted with has tested positive for COVID-19.

A curious or malicious adversary might attempt to exploit this and other information in the system to identify
the COVID-positive individuals with whom they have been in close proximity.

A curious user who only uses the standard interface of the app, cannot learn which of their contacts has tested
positive because the app in normal operation does not reveal any information other than that the user was exposed
at some point in the past. Such a curious user can only learn which of their contacts has tested positive if they
learn this fact on an out-of-band channel (e.g., the COVID-positive person informs them, they observe the person
going to the hospital, a common friend reveals the COVID-positve status, etc.).
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By itself, this approach does not protect against tech-savvy users that proactively modify their device to
collect beacons and then compute matching COVID-19 positive beacons using the public list of COVID-19
positive EphIDs. However, when using TEEs to isolate the proximity protocol, the system can be extended to
hide this public list from tech-savvy users, ensuring that they cannot recognize COVID-19 positive beacons. To
protect against tech-savvy users when using TEEs, the backend encrypts the list of seeds so that this list can
only be decrypted inside the TEE. Each TEE downloads and decrypts the list of infected EphIDs and finds the
matching beacons by cross referencing the list of infected EphIDs with the collected beacons. The TEE then
returns to the app, for each day, a vector of the exposure measurements that enable the app to determine the user’s
exposure. As long as the TEE remains secure, tech-savvy users do not learn the EphIDs of COVID-19 positive
patients.

Modern phones are equipped with TEEs that are used to harden smartphone kernels against attacks and
to store cryptographic seeds. TEEs require buy-in from mobile platform providers (Apple, Google) and, for
Android, the device manufacturers (Samsung, Huawei, etc.). The TEEs are well protected and difficult to attack
even for tech-savvy users. While it is not impossible to leak this information, it is unlikely. We think such a
mitigation is worthwhile in a later version of the proximity tracing system to further increase privacy guarantees.
Other mitigation techniques could include the use of Private Information Retrieval and Private Set Intersection
techniques, although current implementations may bring severe performance penalties.

Such technical measures as well as non-technical measures (e.g., banning modified applications from the
market) could be introduced in case that the identification of COVID-19 positive individuals would become a
threat to the system operation and to the users. The introduction of such measures depends on the overall risk
assessment.

Finally, we note that if a small, cautious or misinformed portion of the population is concerned with these
attacks and decides not to participate, this will not greatly impair the effectiveness of the deployment. As long
as a large fraction of the population runs the app, the number of at-risk identifications will be large enough to
significantly reduce the rate of transmission.

(Highly) Exposed locations. A powerful tech-savvy adversary operating its own BLE equipment from a
single location can collect EphIDs within 20-100m range, depending on the phone output power and environment.
When combining this list with the EphIDs that can be computed from the SKs downloaded to the phone, an
adversary could learn whether any COVID-19 positive user has visited the location in a small radius of 50m.
Furthermore, the adversary could reveal how many distinct diagnosed persons have visited the location in the
past.

5.2.3 Privacy analysis of unlinkable design

The unlinkable design provides overall better privacy properties at the cost of increased bandwidth. The two
designs provide the same level of protection for the social and interaction graph. We address the remaining
differences point by point.

Location traceability. In the unlinkable design, the EphIDs remain unlinkable for all users against a local
attacker. This unlinkability also holds for COVID-19 positive patients so long as the server is honest. However, if
the server is malicious, then it can infer which ephemeral identifiers belong to a COVID-19 positive user through
timing information or other metadata created when ephemeral identifiers are uploaded to the server. The use of
anonymous communications could mitigate this threat.

At-risk individuals. As in the low-cost design, the seeds revealed to the server by users who have received a
positive diagnosis are independent of their contacts. Hence, they do not give any information about people at risk.

The rest of the analysis is the same as for the low-cost design.
COVID-19 positive status. The unlinkable design reduces the linkability of the EphIDs reported by a

COVID-19 positive user. Compared to the low-cost design, this reduces the likelihood that a proactive or
retroactive tech-savvy adversary can identify which of their contacts has reported a positive diagnosis through

56











Figure 5: EphID spreading with secret sharing.

Eavesdropping from a distance. Spreading EphID across beacons not only protects against eavesdropping by
adversaries who are only briefly collocated with their victim, but it also makes eavesdropping from a distance
much harder. The requirement to successfully receive multiple broadcasts increases the asymmetry between
a legitimate receiver in proximity and a malicious eavesdropper at a distance. An eavesdropper who is placed
further away will typically experience a worse channel to the transmitter and a higher packet loss.

If we assume an attacker without access to specialised equipment and with reasonable assumptions on the
broadcast transmission power, frequency, and probability of successful reception, we can select k, n such that a
close by, legitimate user within 5 meters would have a very high probability of successfully receiving an EphID
within a reasonable contact time threshold of five minutes (>99.9%), but an attacker attempting to eavesdrop from
16 meters away would have a small probability of success (<1%). An attacker using specialised hardware would
be able to improve their odds either by increasing their probability of successful reception or by cryptographic
analysis of the malformed broadcasts.

To achieve the appropriate balance between the desired range of reception of EphIDs (epidemiologically
relevant) and the resilience to eavesdropping, we need to select the right combination of transmission power,
transmission frequency, and required number k of reconstruction shares. We expect these parameters to be
configurable and determined by further experiments, functional requirements, and risk assessment. The use of
ultra-low or low power beacons will likely best protect the privacy of the users and facilitate proximity detection.

Our scheme can be integrated within a ranging technique or used in addition to existing (e.g., RSSI-based)
ranging. In the latter case, ranging would use a different epoch identifier that is different but linked to the EphID
that the device is broadcasting. If supported by BLE chipsets, this scheme could be further enhanced by in
addition distributing the shares across three BLE advertisement channels.

7 Comparison with centralized approaches

We classify two key functionalities in proximity tracing systems that are decentralized in our schemes:
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